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1^ «M ifin: 



(54) DATA REPRODUCING APPARATUS. DATA RECORDING APPARATUS, DATA 
REPRODUCING METHOD, DATA RECORDING METHOD. LIST UPDATING METHOD AND 
PROGRAM PROVIDING MEDIUM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a data processor 
which enables version management of a revocation list. 
SOLUTION: Version Information Is set in a revocation list For 
example when contents are read, the version of the revocation 
list which is held in a device is compared with a version of an 
effective revocation list existing a header of contents. When the 
version of the revocation list which is held Is older, the reading 
of contents is stopped. When a revocation list for updating is 
compared with version information of a present revocation list. 
Only when it is judged that the list for updating Is the newer 
revocation list, is updating of the revocation list allowed. 
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(54) mrno^w] 



(57) [^$^] 

^-s^3>ux ho^N'-5^3>i^tbl5L. ^^uri^ 
y 4^-^- 3 > y X h Mif 41* pir ^««E<b u/c. 



I ' 1^ ' 



»■■■ ■■■tMi»««y> f 

I ' H ?rn5a£s.'^K 





1 

JfiS titc V -J^ 3 > ;^ h ©^N-- y 3 > <t ©ibfjJSji 
/c{i 3 > -f > ©ii>^c < i 1 1, > m*i©^gij^ i . 

mmv$> ^ n > ©iis^i]^-. a imm>^m.-c$> i> 

B'jiBJ;b$3?5aS{c*j(,^r Huia y m>V:^h (ctgiW 

Sn^fcf'- iffatt#f5S fcUn ^■rv •;'©:a>^c < i ^> t» 
Ttx*^©ia«ij^i. s^^-c&^=i>T->>;/©^ij 

ga^^K©IS^iJ^^i*i-aL/fcJS^ti. T'-^m^'k^i 
m 1 {Ciet8©-r- :Sf H^fi. 

CC*f T ^ T i7 -fe ;^ ;S;||tTf ^ * y ^ 7 :c - i . 

W*S^3-7> KtcS-tJt^r. S^*tm=i>7">-;'©'N. 
^t«fEK*s,ffi$n;^cW^ y .i<>r-t^ 3 > y ^ h ©a- 
3 :^ i . BuiaF^gp j< ■=& y cc^m 3 ^7 /c y !i^"-ir - 3 > 

il-gp*^ 6 ^.MSfffl y --j^ir - >- 3 > y X h ©/ ^•- y 
a > i . Miap^sq^ ■=& y Vimm?}-<D y — > a > y 

BuiB^ffl y'J^^r-i'3>y;^hj:(3»fn,ici tmm. 
ttxfcct L r itjiajisrffl y - 3 > y x 

Kcj:sy*f^7--i^3>y;^ i-©Mfr5aSi?r*?ff ■5*g 
^^rWfSC <!: «r!|#gii-r-5.ff5l?^ 1 K:ieig©r^-i7|| 



(2) '^§32 00 2 - 1 35 24 3 

2 

m^mh) mrfa=i> ha-7«. 

•C. f^-i'SJcH?^* -y i7fil ( I CV) {cSrJ<f^-^5^ 
T, Huiai!ifffly^r>--t'3>y>^ htcj:5y;i?ir-i^ 

3 > y X h ©lEi^Mii 'km'ijt^mfs.^mri>ct^i^ 
® i -r ^) ?f 4 (cf at8© 7=- $ w^^g. 
[si3j?^6 ] 7=-f fett^ig{ciatt-rs3>7^>7©fa 

iJ^^.c< <bfct,»-rn*i©sssij^?:tSifi^Lfcyx i--c*D. 
y X h ©i?iB^/T^-r i;^ 3 .ymwkn-o y -t^ a 

> y ;^ h «r*§iW LfcF*ggp> y i . 

lasisti^n >-r > ©-S ;5^ttM{cig,^-r -s W5aj y 

■rsais^^fTur, BiriB'r-^fatf.^Kccjiti-sro 
^WT^.ci^^#®^^-r5x-^^fals«g. " 

20 [it*:^7] B(rian> hn-^a. Buie7=-i?ialt^© 
fC*f -r S T i7 Hz X ;S:||fT:-5- s y * y 7 X - ;^ i , 
* y > * 7 X - ;^©Sija^||ff f SMSDSBi «rW 

flJIBp' * y 5r :t _ ;^ { J, H5iaSlJ®gi3;!)^ 6 © r - ^ 
>yX h©>'N'-i;>3>^. y.-J<-ir-i^3>.;;^ f-l^gtBS 

30 ^lag^g. 

3 > i . BijiartSiS^ * y cctgjfi?^.^© y -i^ 3 > y 
X h ©y-?- a > i (Dtm9m=?:my L . MtartSpy •=& 

ync^m $ nfc y a > y ;^ h ©^n-- y h >*s. 
H'iiaHif ffl y^'ir— >3>y;^hj;t3ffL,t^c<i: 
§ /c c i i r Hu laggf ffl y - -> 3 > y X 
J: S y _i> 3 > y X h ©MSfSagiJ: jitf -r Sfif 
fiX^ 2. C £ i f ^it*« 6 {CiaiS©7=- H IB 

•C. r-i'Ka^-x ir (1 cv) {cS-5<-r-i?5^ 

T, ButeMifffly^^7--^-3>yx Kcjrs y^'^r-j^ 

Sirs 8 tc gaig© $ f Biij^g. 
[ii*Jii 0] 7"-iriatt^i5(cieti$n!'cx-if©s 

:o ffi{c*jt»-c. 



3 

'^->'3>'jXh •>'^'->^3>^, HUiSx-^B^^g 

-i^3 mzn^^^ =2 > -r > CD-^ ^tf $B^^ 
S$n/c/^'-i;^3>J:^)-^•< 35:C^C<i:C05i2g€:^ft<!: 0 
r f5f HH4»a n > r > cDW^Ocf^ ^ ^fiS^tfJ^'j: 9 S 

? n/cx - Btg^lg ^ /c 53: n > > (Dti>;^j: < <h 4> C ^ 

BuiB-r-^S*::/7ffi«. $6^c. 
tuiBPag|J3(?>6 mriB^-t y >f > i> :7 :t -::^CC«brf'- 
HuiBp^^y >^:7:t— xtcidi^r. f5fBf-:$fB4g 

>^3><!:. fiiBrta5^^Vtc*S,W$n/cU;i^>-5x3> 
U X h (DJ^ - 3 > cb cDJ:bl5*0:S^lttf -r -5 7^ 7- --^ 
<!:. 

[fi3R^13} f^-i5fiBtg^©CCi3lfr^n>x>7C7) 

-i^s^y X h • >'<-^?3>i ur. y;i<>-i^3>y 

Huifix-* ^fBit^s^*t-r s n > r > <o^m^m^% 
^wr ^ c i <h -r ^ f^- ^iBi^T^ao 
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3 > ch . fuf Bf^gpy ^ y octsifttlr*?^© y ^> - i> 3 > y 

y ^tS»5 3 txtc y ^i^-ir -i^ 3 > y X h (Dm-- 5^ 3 

mriBMtrffl y >- 3 > >; x h i 0 Sf L (.^ C £3?)^5tiSl 

$ n/c c ^^ft^i Lr BuiBMif^ y - v 3 > y x 

xo h J: ^ y -i^ a > y X h (DMffMS^^ifT C 
[if 1 5 ] SjIB y X h MSf^ffiti. ih^. 

^^tf^ 6 Sni-r ^ Mif ffl y - 3 > y X h 

-T^-^^SSffi^x iJ?® { I CV) icS-:5<f'-^^ 

x-'^fiftS^&rLCDWS^cS-^Cir. fiJifilEi^Fffiy ^>- 
i^3 > y X hcccfc^ y if-^-%y 3 > y X h OMfrMffi^r 
K^fT ^ c i ^mk i T SiS^3i 1 4 cciBtg(7) y X h s 

20 [if5je^ 1 6 ] x-^IBlt^lS^CiBlg^n/cT^-^CDB 
*yiO:Jl*^tf T ^ x - :$?S*^BCC*>l:r S -r - ^? If ^ jn, 

=3 > > *7 O-N 3?'tSf B tc^gjfi $ tx lcMn y 

^-t^3>yXh •>'^'->^3><^:. BUiBT^-4?»afe^g 

(DrtifP^ y ti/c y ;J^^ -5^ 3 > y X h (D/^'- 
H5iBrtSM'^:ytctsjfi$n/cy^>--t^3 >ijx hcdv^n- 

r fu iaW^>Pta n > > jcf* 5 iO-^ ^ B 

^58iliaS^?fXT-';;:7'<i:. 

[0 DO 1 ] 

ur^i5§4^5 y ^it'^-s^g > y X h cd>^n'-5;^ 3 > 

[0 00 2] 

^^cy:7 h7^-«:$? (t^T. cne>^:3>r>';; (Conten 



DVD> CD. ^•^:';*-h-^©f^1g^£g^;&/^ 

^--tfCDB'TW-r^.PC (Personal Computer) . M^m- 
tmbfcji^VtJ--h\ CD. DVDISECDStS!«lft*S 

[0 00 3] =3>7->-;'©fatg^^<!:bT, gifi^<fij 

* it. E E P ROMCElectricanv Erasable Program 
mable RQM)iBf tfns^MWK#gf^K.pItgAj:;?^9[|6efe 
fitJftCDEEPROMtJ. le-^ 

icj:*} li^v h'S:! h'7>V::x.&vmmfi>Ct*s^m 

[0004]7^»^J^3.^-ti; ^f'- ^TlBgi/H^aS 
h7'^;^5' . MD (5-f=^^i7 :g 

[0005] COJr-^^c. 

3>•r>■;'IE1g^^^:/^•-V:^;^^>t•3.-:S^ (P 
C) . W^g^«:*Jl»rffifflr2.Ji^. FATCFileAl 
locafionTab1e)->Xf-A<«:Pf T -f JUgai';:^^ 

'ga#{4©Kjl^*5 F A T i Pf tfns f-- 7'Jb(cS;5:> 
n^.. C©FATi^XT-A«. feiiJift©!B5SW!^<!: 

•So fif-^r, FATJ^X-rAJi. 7a-:;f — (gl^ffl 

KfC*5l,^rfc. FATt-X7^A*5Sffl$n-Cl>S. 
[0 00 6] l^Jgf^-i?. m^T'-ii. *^(,H*7-n^ 

SS^^S. -y'-A^g, PC^OttlS«Sg2t:i**ie,© 

1f©fi7nK:J:i3. ±a5©F A T«:e-:Jt<^Tm«±a!U : 
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[0 00 7] se>{c, y-At^-niJ'^A. ^ig-T^-i?. 

SifiSx-J?^. ^< ©y^ h'i7XT • a>r->->{3:^ 1- 

ee-^r. cti^©n>7^>->©K7|j{c^i,r«. - 

^©^iJfflSiM. iEa©a— ?f{c*tLr©^!f. 
fiS* t * ©*s-fl5fl<j i ^ -C t, ^ S . 

[0008] ^— yfcit-r «.fij«sijK^:j|3^-rs i o© 

ieflJ='>'r->'>©Bt#fb<aJS-r'*^, T!5cto 

[0009] Bg-^ftT'-^JlJ. Blf^©^i^#(cj;S^-^ 

[0010] 
S^gCc:*jCiT, ^iE!a:j/f=^ ris>::T:iE;5:=J 

3nru.5. ='>-r->->©i2^. m^imn-ri>7=^u 

30 ='>7^>-;'©ISglJT-ii;^^-j^3>.;;^ h{c';;^h§ 

[0011] L-*:.!,. V;i<y-J^a>';;^ h©5!(S4ff 

■ir-S^a>>;X Kca#^^2,^c£©®;a^^f^j:-5C<!: 
<iCJ:t). ^iE^fn>7^>>;'©S^?:oJtg«:urLS'5^ 
©MS*JiftonSpJfigtt*J*^/c, ^^«^5SiL/c^iE 

«r©:T^iE^£>^7^^ 7©figffl-?>;piE^cn>r->->©SS;«f 
[0012] $:^Bgtt. C©J: ^^c;FjEjS <J ^ir-j^g 

>y;^h©e(M. Mif«:Sfi^-r2.«ifiR:&g«rs4>©-c 

^^^br, =3>x>-:'gs;t^ujL'©l?g{c. ■r>'V>^{cffi 
0 JtL/-rt,^2,y;J^ir-i/3>yx hOv^-iP g 



[0013] 

>t(Dmmm^m=iL. saiBrtSB^^y^ctsss^n/c 

y 3 > y X H C0^^'-t> 3 >:?!;5^ m)iBW^*t^:3 20 

* C > C i ©5t^«:^ff t U r fJIBW^Sta n >f' > :y <D 

[0 0 1 43 $ 2ls:|6??(Df'-!57SSfeSgao— HIS 

Siur. iufBrtgB^^ycc*&s^§n/cyii^>-i^3> 

yx h^C«fiS$n/c7=^-:5fi3«^SS/c«n>7^>':;0 
L//cf'-3?iB1t^g(DSISlJ^<bCDJ:bt5«0;S^*tf-r'£»« 

fiX^wr ^ <!: (h fccc. frsBJ:b®«fiatc*5c^r HufB y 

--e^ 3 > y X h i^mm-^tifc'f- ^latt^s^/c^n > 

[0015] $ :^^m(Dr'-^n^mm:<D—mm 

fiSlitcfeiir. l5iBn> h a-5t^. luiBf'-:$riBlt# 40 

m str ^ T ^ -fe X ^^ f T ^5 ^ ^ y >r X X 

<b. S^^yH'>^:7x-X(D$II®;S:^f'r-2)©Jfflia5<!: 
^^L. gaia^^y -Y>^:7x-x^^, friiBSiJtSaST!?^^ 

> cD-s ^ttffitcteJW s tifcwsb y 3 > y X 
K^>'N'-v^3>c!:. SuiBrtas^'^tytcts^^n^^cy:^^^ 
- V 3 > y X h cD-/N'-~ 3 > <h ooMmm^mnr^m 

[0016] $ ^E>CC. ^:|^HJ(Dx-^|li^gcD-"^ife 
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i^ffly;i<^5r->>3>i;x hCD^'N'-v^a^i. gulBrtSP 

^"^r y (fC^mm^o) y jj^-jr- V 3 > y X h (d^^n-- ^ 3 > 
7f<>-5>3>yxho^N*-t>3>7&^ HJiBHffffl y 

3 > y X h cl: •9frbl,^ C i7&^filS!Sti/cC ^ ^^ft^ 
i bXmtEWMm y 3 > y X h ig, y #-5r- 

3 > y X h OMSfMM^Ilif T^lf JS^Wr c: i % 

[0017] S ^^^aoD-r'-^W^fe^go— Hffi 

lB&fffly#er->/3>yx h4c-:>liT. r^-d^^feS^j^ 
->'i'fil ( I CV) (fCm-::f<r'-^^^:^^y^^mf 

^-i>3>yx htcj:5y3l<>-^'3>yx hoMSf^O: 

[0018] ^ ^&c. :$|^B^<Dll2C7:)flJ®t^. r-^^ffB 

tg^s^ciam-r ^ > -r > oiBii^a^^^f ^ f^- 
^iBS^accfci^T. !imm±Mm.tbtcy'-^nm.^ 

ttL/cyxhr^o. yx h(Dfrie^&*"r>'>'-t>3>it 

n^m-O y ^ 3 > »J X h L/crtSB^ -^r y 

i^stifc=i>7^>-><D-^^;t5^if$Rcc«»^-rsw«&y 

^^->'3>yxh • /N'-5;^3><hLt:. y^^-v's 
> y X h $mm(tcj: ^n^mmmf^i^^r ^m^m^ 

[0019] ^ etc, ^nm(or'-'$iim^m(D—mm 
SHitcfcc^r, mriB=J>bn-'7«. lfiaf'-:$?fBlt* 

mc>rtT^T ^-trX^Sr^tf T ^ ^ ^ y >r > ^ :7 X --X 

i^^^y-<>^:7x-x(DSijiai^stf-r'S$ijiaia5i 

B5tB;>^^y-<>^:7x-x«. miEmmmiy^h 
^>-t^3>yx^o>'^*--:;^3>:S:, y;i<>->>3>y 

[0 02 0] $ 6tc, ^:^H^<^)f^--^|BS^^ga)-||Sg 

Mffffly5i<'^-^'3>y X ^cD>'^*->^3><b. luiBrtsp 

iOibtSJaa^Htf iy . MIBrtSpy ^ y (^c^m^ tifc y 

3i^>-->3>yx^<D>^^'->^3>:^5. iiiaMtfffly^> 
- V 3 > y X h J: i9 iff c i755fii^§n/c c i ^^fr 

<b 0 -CfitBMSrffl y Ji<^- 3 > y X h tci ^ y ^Jf-^ - 

3 > y X F (Dwsimmimfr -se^s* w-r ^ c t «: 

[002 1 ] $ 6tC. *:^?«<D'r-^?iBSa^g(D-||Sg 

Mirffly#^->^3>yx hccoi^r. t^^-^ks^x 
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[002 2] ?e.{c, ^^BMomsommit] f'-nss. 
>v->-:/<D-^y i^mmimm $ titcm^ -j *f ir - g > 

[0023] § ^^in(D7'--itm^l3m<0-m& 

$ fc«w*stl^-c* ^, a > f-> ^*s«^ L 7=^" $ lan 

[0024] $ 6{C. *^SJ©7^-3?S^5?ft©— HJfe 
Si«tcfcl^r. iriBy^-$W^»E«. MfBT^-^fgBtS 

•J fctSWSn/c d^^r-i^ a > >; X h ©yf-t; 3 >i© 
[0 0 2 5] Se.{C. *^?8©»4©fSJ®{i. f^-^lB 

is^K^cf a^-r n > -y- > ©f3gi^!ls*sl^f -r s f'- 

{c1Slfi^SW«{iy!j^^r-S/3>.;;^ h -/-f-i^g^tb 
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[0 02 6] S 3t:|6|g©||5©{|jg(j 
n^itLtc-T-i' iatt^g S « =1 > -r > ©iJ>;5r < i 
fct^-r*a*>©S5«iJ-??rtSiffi Li^c 'J X h , >; h © 

> X h ©M'- i;; 3 > i ^ miiaF*9gp^ * y mmm^o 

10 y 3 > y ;^ h ©y<_ 3 > i ©l:tt5*!ia$^||ff 

U . B«iBF*1g|5^ fCt&iN^ $ n/c y - i> 3 > y X h 
©^-J-tJ 3 mriBiaPfffl y jK^r--> 3 > y ;^ J: 
Sfot^c i*iffiS3n:fcc trmiBMifffl y 

> 3 > y X h y g > y X h©Mif 
saa^^tf-rsci^ri^i-rsyx hMif^&K:* 

[0 02 7] $ *^?g©y X hMiif:Sr^©— jijg 

^fc*it»r. i^g|5*^e,s$i-r2,MiiffflyjK^-i.3> 
i;;^ htc-Dur^ -r-^^Jcm?-* -^i^ffi ( i cv) cc» 

-i?ecS^tL©«S{cs-:Jur. B«fasgfffly*>-ix 

3>yx l~(Cj:Sy^-ir-i^3>yx h©MSfi2ia:£|| 
[0 02 8 ] § ^(c. $:^?g©^6©f|J®«. T'-HiE 

^^mcmw.s titer— sKDW^mm^&mn-n -f- ^ 

S*S*|^n>'?->':;©'v,, ^ff$g(c|§tt 
30 ^titcMn y ^'^-i^ 3 > y X h • >'-c-t? 3 >i . 8512 
x-5JB^^g©F«ggpy t y (ctg^^n/c y jjf^-j^ g 

> y X h ©y-?- a > i ©tbiJSiia^&iitf -r site^x r 
yy't. ButBrtaJ^-t y {c^sffl§ilJt y g > y 

Xh©/-<-j^3>;!,j H«tBW^*f^a>x>->cD-^.^^ 
tiN8{c^^§n/t>'^•-i?3 >J: f)^< ^cUC i©8iiS;& 
L'rB!rfeS^*|-Sin>'r>':;©S4{c#^^!Hi% 

^T^^c^«*M^g^!la^^fX7^->7•<!:, ^w^sci*?^ 

[0 029] tiis, *f|HJ©||6©(9M{cti^S7-ny7 
ff^tfeifeyiffi=i>f.x-4r . i^XxACcStL-C. =3>fc:- 

tt, ^7 h'7-5'jEti©ejss?f*i&<ir •?•© 

[0 03 0] c©J:^^c7-ny^Atifiait!^tt^ =,>t- 

• i'X7^A±r©T5£©3>f:i-$ - yu-tf^A 
©a#l?:^-rs/ci6©. =>>b-*-i? . 7-nif-5Ai 
Setj^tti ©^jg±X«^tg±©ffii!rS«JMi;^;&5EaL./c 
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[0 03 1 ] :^mmi^ h(^ci&(om^. ^Wi^^l^m. 

[0 0 3 2] 

[ mMOmmCDB^ ] il^^'r ] m 1 tC*^H^(D 

CD. DVD. -jiy^^^V^mmLfc^^Utf- 
So 'TJ^^::^^. m^iit^^-yi'}V::i>\iA-^ (P 

So 

[0 0 3 3 ] COct^J:c:3>7">'>iEfi>'X7^ACD«^ 

[0 03 4]S2tJ, 'r>'^VX2 00. yf='^ri. 2 
10. ^-r^T2. 2 3 OtDi$*ffi^^^^Lri^So ^ 

j^ir'^rZ, 2 3 0tS. ^-r-f T^^SfTS-r/WXi 30 

-fTr^S. ^-r-fTl, 210, ^r'<T2. 230 
(DWyt *>-r>^W ;^ 2 0 0 CC^tT S^#;&^'pJtgr 
[0 0 3 5 ] S2CD7=^>V;:^2 0 0«. 

santSB2 0 1 . &mi^^^x:br^xt}U2 02.^ 
.^.-fe-i;^, =i>f'>u/^c7)^^x«riiif*rsa^aj2o 
3. cn6^D*iJ^aI^&ll^fTs*^J^aISP2 0 5<b. yf^^r 

yH^>^:7x-X (I/F) gB3 0 0<i:^:}$or^^VX 

7i<^-iy 3 > y ;^ h ^*SJmi/r c^Sf^gp^ ^ v <h or© 

[0 0 3 6] 7'/^V:^2 0 0«. r3>7'>->cr)S^B$tc 
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[0 0 3 7] y-r-r T 1, 2 1 0 'r-^AfcB;^^©] 

iaiTs$fJiaia52 1 1 <i:. 3>T'>*>;s:^ssa^-rsp^^ygi5 

2 1 2?:WU. y-tygI52 1 2«. n > 7" JptfD^ 

HWcDiS^SOtt^RiUrcD^r^^ T I D. $6CC. y-ty 
r d7 ^ ;^ n > h p ^ jbttfR jjtt L. T ^ -fe X pjf* ^ 
:/;U'C*SBPT (Block Pemrission Table) ^«»iL/ 

[0 0 3 8 ] •r>'WX2 0 0CD"7 r r^A^i^ x 

l^S#So ^^y'<>:$?--7x-<>^gB3 0 0^i. 
BPT^SftLi^cf^. ^{IL/cBPTtCOC^re^H^* 
( I CV) CD«^iE?:tf^o 1 CV:^^^iE^Aj:^>(D<t 
*iJBf3tl/ciS^CD<J^. BPT?:W^3^j:4>(7)iL.-cfi^#-r 

So ^^y ^>^-:7:i:-r XSP3 0 o«. ^T^^roy 

BPT^^':5C>;^cT^'feXCDJ^f||^f■rSo BPTOlt 
fccfcafBPT^fflC^fcSaStcRILrm^^r-i^SffltC 

[0 0 3 9 ] ^r-/T2. 230^*. 3i>ho-.^23 
li. p^^ySP2 3 2tCj:-:>r«^$n. -^^UgB2 3 

6^cr^-feXfppJf--:/;Ur^SBPT (Block Permis 
sion Table) *tg3WUriiSo =1 > h d--^ 2 3 Ui. 
^^ya52 3 2CC?t'rST^--^tS»S. ^/c«f=^--drg!^ 

(I/F)SR2 3 4. ^-r-f rcDISaSiJ^i; Lrco^T^^ 
T2 I D. tBa^iE«!iiiCCiifflTS^.iESIKake. n 

>7">^>cr)y^ya52 3 2^<D^uno:>^^mrc^hU 

?¥ilKsto. Se>tCBg^{t*tmcDil?:Bg-^<frSB$CD 
«;m8fii I V_k e y s ^*tS»^ Lfcrtgpy ^ «J 2 3 5. 

U5^;^i$?^lix./cBg-^«iSgP2 3 6. ^VX. Ctl 

^^U(Dmm^m^yr^mm^2 3 3 i^w-rso 

[0 04 0] [^f"-Y Trt^^y^tfiR] '^tC. yf^^T 
1. 2 10. y'r-<r2. 2 3 OOS^^ygpcDr'-^ 
tSSS«^?rS3CC^T. >^ygp««?(Ix.{i. E E PRO 
M (Electrically Erasable Proqramnable RQM)tV^\tin 

[0 04 1 ] 03 (a) CC^T^fc^tC, 7^ 
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^xmf&^ti. (c) ^cin*r<fc ^ tciif='- ^ 

[0 04 2 ] [^^riv> F] ;^cc^2cDr^^^'w';;^2 0 
( I /F ) 353 0 0 ^*Jl^r^tf §nSiJ6:3-7> KtC 

[0 04 3] sr. sij»2 0 57!^^e>^^y >r>t5?-:7 

( I/F) SB3 0 Otc*f-r'Snv> KCC«. 
^iE<Dy y ^ :7 X CD ;^ X - 3? ;^ 418^ L 

:7x-<X ( I/F) SB3 0 X7^-^XUt^;:^^CD 

• BPT-fe!v hnv> K 

. y .-K<ir — >i;;;^ (Revocation List) -fe^^h^i 

>'3>y;^F (RGvocatrion List) ^^r^ ^ y — — 

• MSrffl y si^-ir— 5> g > y ;^ h ( Revocation List) ^ 
X :i7 n V > F 

WMxm y 3 > y X h (Revocation List) CC3^ 

acDy7K^-^>3>y h (Revocation List) ^WSH 

• ^ -Y T 1 lSfS|r3 -7" > F 
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' ^r'^T2m^::t'^> F 

TCDis^rj^ ( I D) ^^mn^^^^t^9^:r. V ^r^nmo 

• y r )mK^^Xf'-y'J[^\^ali^bzI':^-^ F 
^'^V^(Dyr^)V^K>^X7'-':r)V^wmr^!m(D 

[0 04 4] ->^^y-/>^--7x-Y:J^ ( I /F) 353 0 

• I D^^UiLr7v> F 

^ -r >^ T 1 (Dj^-o I D ^m^m-rmmcDmn^^. 

[0 04 5] [x^^''^xrty^y-<>^:7:x-xt¥^ffl1S 
J&] -^tCr^/>VX2 0 OCD^-t y -Y>:$?:7 x->; ( i / 

20 F ) gp3 0 oo^mmm^MA ^cmTo &mfsswmm 

[0 046] • ;^'r-i^XU5^>^^3 0 1 

• fc^-^ hO (bit 0) :fcriP--7^^/ Cl :tt^- (bus 
v) , 0 ( ready) ) 

ffltr^jr FrS)-s. 
30 -h'^^Fi (bit 1) -M^mbf&^y^ir a:m3 

(success) . 0:Mfe (fail) ) 
hX$>^. 

• fc' h 2 (bit 2) iA^0c3*:7 y (1: J?»» 
(success) , 0:5^Sfe (fail) ) 

• t'^;; F3 (bit 3) '.^r'^r l-^y hy^^ (1: 
•^y h (set) . 0: ^-fe h (not set) ) 

• tf ^ F4 (bit 4) ^T2'fe^ h 7 (i: 

-^y h (set) , 0: 7l^-fe F (not set) ) 

mm^titc^T^r2f)mm'^m^^<Dmmm\i'y bx$> 

• t'-^' F5 (bit 5) '.^T'-iTim^y^if (1: W 
^ (OK) . 0: (NG) ) 

S^Sn/c^x-fT ICOSS^IJT ( I D) y.i<"-ir-i/ 
3>yXF (Revocation List) P^COV^i^--^ (SfH^) 



15 

• t'-;/ h 6 (bit 6) i^'f^TZmny'y^^ (1: W 

(OK) , 0: m^Sl (NC) ) 

^^:^tifc^y^^r2o:>mm^ {] D) f)K 

3>>;;^ h (Revocation List) {^(DV^^-^ (Sf^) 

' hi (bit 7) : :y ^-fe > hiiEtt:^^^ (1: 
fS?f) (success) , 0:^fl4 (fail) ) 

•tr';;h-8 (bits) ^*^fi5c«f:7^4f Cl: fSUf) 

(success) , 0:^3k (fail) ) 

•t'-:;h9 (bit 9) (Revocati 
on List) byy^ Ql: y h (set) , 0: ^fe-fe 
y h (not set) ) 

tj^h*^ — 3 > i; X h (Revocation List) 

> iS? - :7 X tC-fe h ffl3K/c:0>(D*IJS W t' "-^ h ^ 

• tr-^ h 1 0 (bit 10) :liSrffly^l<>-5^a>U>^ h 
(Revocation List) (1: WJSb (OK) . 0: 

(NG) ) 

l^ffly?J^'^-S^3>yx h (Revocation List) i>m 

nx^$>^f)^t'^i)^(Dmmm\:^'y hT$>^o 

l^^V:^-X ( I/F) SP3 0 0<D>^7— 
« :3V> KUt>X^3 02 

• :^»i?> h Uv^;^^ 3 0 4 

[0 049] 9\-^M^v. pggpy •=& y tC^fT-Sf' 

[0 05 0] • r3> h n-;UU>^x^ 3 0 5 
•illSfl*IJ?aigP3 0 6 

•3m>'>*^:':7T^^U3 0 7 
itfi r - ^ €:^SJW-r S ^ 7 7 T 
•S^t^^•^::'Ty•^:U30 8 

• i^ftUv^X^ 3 0 9 

illfi>'>'»;^:7T^'=&y 3 0 7|^©x-i5?;g:aHfr'5>/ces?)CD 
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•S<tUi^X»3 1 0 

[0 0 5 1 ] • 0i-^MagB3 2 0 
JSlt-'N' y:7T^^U 307. --;r'T-pf^';308 

• ^•=t';gl532 1 

<!:L/r<D:^n*> ^ • > • (BP 

:/D ^ • Xy-^-a"^ * 'r-'f}^ ( BPT) 

is^. i^sfttfjfsiSR 3 0 6 i)mmmt^ hco^^f^ rm^ 

20 FT) ^^mi^fc9imi)m^=x-^ti^. Cti6<7)®SCCO 

[0 0 5 2] $e>&C. ^^Ug|53 2 HCtJ. Bg-^JftffiCC 

Kdist: ^-r-f r 2CCtS*fi$n'E):n>x>^7mcon> 
■r>^:;(DHr + ^ ^T'-f'^u; ^ (Security Header) liL^ 
asti^EiHilo =3>-r>::; I CV^^Kicv^cont. n 

>'r>*;'liKc*Bt-^{fr'S„ 

Kicv_sh y -r-f^-;; (Security Header) CD 

30 

I Vsh : -fe^^. y (Security Header) <Z) I 

CV^^mr^m^cm^^^mim ( I V : mitial Valu 
e) o 

MK ake : tiaiSlfiEfflCD-^ 

I Vake: tBSiSiEffi(DgiCD^*iiiltCia^'r'2>;^ci?)CD 
l7J*5ffl (IV: Initial Value) « 
I Vauth : tBSiSiEB#©7^-5?^J5t£ra<DW»5<ii( I V : I 
nitial Value) o 

MKicv.rl : y^^-i^3>y X h (Revocation Lis 

40 t) CD I c vg^^^*r-^vx^-gi„ 

IVicv.rl : y rf^>-5^ 3 > y X h (Revocation Lis 

t) <D I ovm^m]snr^n<ov]mm ( i v : mitiai v 

alue) o 

I V rl : y ^'ir-^' a > y X h ( Revocation List) <D 
I OV^mmcm^^^^Vmrn ( I V : initial Valu 
e) o 

I V_keys : y ^ =3 >f*>*>Ht-^>f|:^cDa=S:Bt 

-^{t-r^B^pCDfiJKBfii (IV: Initial Value) . 
MKicv_bpt:ri^-fe;?;|*pIftffi-C*>-2>BPT (Block Pe 
50 rmission Table) <D I CVm^^^-T h-^X^-^m, 
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I Vicv_bpt: Ti'-fe;^|^pJft|8-c*SBPT (Block P 
ermission Table) © I CVm^^ri,m<D I C 
imicmi^^mmm ( I V : mitial Value) . 

I Vbpt: T;^-bXI*pJ1«$g-c*SBPT (Block Pemi 
ssion Table) (IV: Initial Value) . 

[0 05 3] • ECCI5IK3 2 3 

[0 0 5 4] •^1-SI5>*'JAffi:tl-C:^4f-7x^;^3°2 
4 10 
^^Spy*-; (^T^^Ti. 2) (c^Ptf •SAtti;b-f>^- 
Uyi; . j-i-i^^iy^l, . ^^y,^ (BPT) *5C©i1- 

• rtSP^-t VAtil:ti'('>$-7 X -Y^ 3 2 5 
- l^SB^-ty{c*trSAa;(3-Y>$-7x-{x. s^>$ 

^r-i^3>';^ h©Affi;t;*5||tf$ns, 20 
[ 0 0 5 5 ] i^gpy^r UAttl;ti-f X X 3 2 
4. *JJ:u^rtg|l^-=evAtti:t»-r>^»-7x-cx3 2 5A^ 

71. 2) , *St5«F«3gi}^-=&i;{c*fL-cHl:^j$tvS. 
C L E : 3 v> K ^ 9 9^ ^' 4; _ 

ALE:T FUX^-:;5^^';}i-:/;U 

WE:^W' 
RE 

*/c. ^^gpy^y (^^^Tl. 2) . *S(,^S|#3SI5^ 30 
*y*^6©{i#iL-C. 

2) ic<D^mm) 

RDY/BUSY:U7=^- • fi?- 

c n 6&«^i-^*JA* $ s, 

[0 056] [^^y*Sffi=3>7^>->:^^] 
T©7 7 * y * >j tC^ajft § =1 > X > •> filfigtC 

^, §:3>7^>-:;tt, (a) fc^t" J: ^ tc^iajiltt 

©3 >7^> i {c J: o r«fiS§ ns, 

[0 0 5 7 ] ^T^-f T©:7^ ^^j,^;ty«. El 6 
(b) fC^TJr^tC. ffiii!3>-r>>:;©H2=^^ y^:-^^ 

Stli,<DV. l^o-^i'{C«l5|-n>7->-:/{CM-r.2.-fe 
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[0 05 8 ] \.'^^^^}f^^vmm-^^:>.^)7~^ 

[0 05 9] • (FonnatVersi 
on) 

■te+ 3. 1; 7^ ^ ^ (Security Header) ©7 * - -7 

• 3>f->-;; I D (Content ID) 

3>'f->->©S6SiJ^ (ID) ^m-ir, 

• '(':7' (Content Type) 

• f - if $ 7" (Data Type) 

• B§-^TJl/=fyXA (Encryption Algorithm) 

=i>7^>-;'©3>f->-;/il(Kc)^^-3 /c^Hf { tMffir 
;l/=fy;^A*7n-r. m«DESKJ:S^#^k-C*S3!ii 
h y 7-;UD E S (Triple-DES)CC J:^*i«SE;fc^^, 

• ^-^ft-t— K (Encryption Mode) 
^mtTJV=fVXA (Encryption Alqorithm) 

E C B*- K*>C B C*- K35>^;&^-r 

[0060] -Bi^^t^^-V^hir^V (Encryption 
Format Type) 

'fr^2*>, =i>f->-;'^f*(C*fbT 1 o®n>r>->il 
Kc-CBt^{t^5,ir-rP'**-/7-l it, =i>f>->© 
■bi'ifStCM^fS^K s e c_n ^rjl^urnvf-v-;; 

[0 06 1 ] 08K:S^^>r©B|^t7*-v.^ hfifgE 
^tt:^. 08 (a) *5 4?-i':7-l©B§^{t7*— 7^ F-p 
^#fb$ n/cn >■?•> -^c^ * i; tSiW*SfiS-c* 0 . 
(b) 1fi^^zf2(OVmify*~'7'j Y-QV§mt^txfc 
3 > x > ©^ •=& y fsswgg-c & ^ . 
[ 0 0 6 2 ] S 8 ( a ) (C5^-r i? W T^iCD^^-fb^ * - 

^•fei'i^^tS^Siii-^ftMSr*^. S8 (b) cc^-r 

^■izi^iimicmrj:i,^{PiimKs ec_l~Ksec_ 
m»ijgffl S n-CBf-^f t $ nfc 3 > r > 7 *1§ifft § trfcffi 

8 (b) ©75 •;'t/3.y*y©-fei7^ 1 "Ctt. -fei^^? i 
©Bi^t^iL-CKs ec_lAiSti£;OT^k?tl -b 

r. -r-^r K s e c_ 1 immbtc^mmmifim$ti 



(H) 

IS 

[0 06 3 ] COck^tc. $:^?gcDlt^Cc4s(.^rti. S 

il^Sffl 1/ /csaailli^c4ot.iT 4> . 1 oco-fe ^ 1 o 

[ 0 0 6 4 ] ^7tc:K0. y^-^-^^:, ^(D^fftfiSEtc 

• ^mty^i^ (Encryption Flaq) 

[0 0 6 5 ] • I CV:7^^ (ICV Flag) 20 

o„ m«0 : I CVA^L. 1 : I CV^O 
[0 0 6 6 ] • Bg-^{bri>T*>';^g| (Kc .Encrypted 0 
-31) 

• Bg-^^h I C VSfe^^ (Kicv^conl^encrypted) 
Bi-^{b3n/cr3>'r>>>(D I C Vf^^CD/c^^xDglCQteS^ 

[0 0 6 7 ] • w^ay*>--V3 ^^^'-e;^3> 30 

(Valid Revocation List version) 

S^OlSfC WJSltCSffl § n U 3 > 

(Revocation List) <7)^^* — >^3>o n>T'>'> 

SicDi^tc. -fe h $nrc>-2> U3if'>--^'3>';x h 

(RevocationList) <D-'^'— S^^a >;&5cnj: «P Sl^ig^, 

/c-r - OS^Silffi^. >; >Jr - 3 > U X h CD#M^ 

[0 068] • -fe^^cx tjf-^-^-.^ I CV (iCVof Sec 
urity Header) 40 
-fe^ ^^Vf-^^y^ ( Security Header) CD5fe® 5^ ^ 
d^ffi (1 CV) . 

[0 06 9 ] [ ';^^>-S^^>U:^ h] ::^siEj^j:> 

[0070] V Jj^y->- 3 > y X Ha^lJT- (Revocati 
on List ID) 

';^>-^>'3>UX h (Revocation List) HW^DS^IJ 50 
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^tLX<0 I D-C*^, 
[007 1 ] • y ^^-t^ 3 > 'J h 3 > (Revo 

cation List Version) 

U Tj^-ir— 3 > V h (Revocation List)<D>'<— >^ a > 

[ 0 0 7 2 ] :^^j^HjcD^^Tt3:. •J;t^^^->>3>';;^ h 
(Revocation List){C>'^--:;j 3 >ttfg?:S:5EU. n^-r* 
> y CD-^ -J ccw^^cc 'J ^> - 3 > u h odv 

x X tcffi^ bri.^ ^ u .-j^^ - 5> 3 > u X h ^zD/^'- s;^ 
3 > <t =3 ^-r > ^:^cD--v > ^F*9tcab U ^tr-i^ 3 
>';;^ hCD>'>'-va><5:^J:bf5*r€). CO^. ^laE^J^ 

[0 07 3] ^/c. ';*>-e^3>';x hoie&fBSccy 

-^rU • -Y>^--:7^-Xgp;!)53gatCDV;i^'^-->3>i;x 
/-f-e;? 3 >tf ^Ri^SriteJUr . Sf LC^ y 3 > U 

[0 0 7 4] >'^'-i^^>«$a>S:fflt,i/cy;i<>-S^3>I; 

[0075] - ^"r-fTlI Dtfc (Number of Medial I 
D) 

^L/ri^^^r^ri (Medial ID) (Dm.^ 
• M'f'iT I ID (0) -y-r-fTl ID (L-1) 
(MediallDCO) - MediallD(L-l)) 

[0 07 6 ] • ^■r^T2 1 DIK (Number of Media2 I 
D) 

ifeSSdUri^^^'f ^ r 2 (Media2 <omJ&L 
•^T'^r2ID (0) -yxwr2ID (M- 1 ) 
(Media2ID(0) - Media2ID(M-l)) 

[0 077] • =2>f'>-:/ I DIB: (Number of Contents 
ID) 

^L/TC>^n>T'>*:/ 1 D (Contents ID) (Df&Wi 
' al^r-Zyy I D (0 ) -n>'r>iy ID (N- 1 ) 
(Contents ID(0) - Contents ID(N-l)) 

[0 07 8] • Vyi'^^-lyB>V:^h ICV (icv of R 
evocation List) 

yjj^^-i^s^UX hCDScS^^x -^^fflO I CV 
[0 0 7 9 ] ±^(Dd:^tC. 2|s:f6H^(cfctt-5) y;Kdr-s^ 
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(12) 



^'J^^ ( I D) A^e>«)a$n5, CCDJr^cc, n>f > 

(Revocation List) {Cl®S[<D«ffl© i^JsfiM 
D. -Ti^c^D^yf^^ r I D. =!>f->-:/ 1 D^SW 

-So 

•3 1 -^CD U #^r-i^ 3 > ^ ^ ^ 

C 0 0 8 1 ] S/c. *^0«fi5E-c«. >; ^ 
-c. ='>-r>-:'©*ijffiB#5c^f)igbF^ajy*y*.P,^^ 

[008 2] [^a-^i7.M--5,^.>3>.^_^^^ 

(BPT) ];^{c. Ti'-fe^itpjT^-rrjuior^S^ 3o 

tlST-n^, . --^-5 •;'t'a> • (BPT : Bl 

ock Permission Table) ©«fiS{Cont:Si?g-r5. 

«P C ^Cc r n > 7- > ©Wi^^trT 5 
PCF«3©OS©7r-r;U->XT-A*5±ft6<jCC. S2 

File Allocation Table ; FAT) ^m^ihA.-C'S 
aC-TtjO. 7 7--f'JUi^;;^7^A*i-e©Ti'-texif$R7-- 
:^;U©F«9g^gS{catfJft^*jffl3feyt. ^©:^{c> mi2, 

[0 083] *l%BJ©'r-4?^!ig^g{c*jt,^rffffl$tx 

n^yx^ra#©Ti'-by^f^pj5--:rji.-c^>^„ 
-rxttBPT?:1giWLfc^7^^T4rffi(,^r. =i>^>-> 
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=S:-by hr€>C<fC. 7'^W;^©*IJWS|5;i)Jl>*iJ5c.57'n 
^^^A^rHtftfi-c^,. ^7"^T©Ti7•fe;J;f^pJ5^_^J^ 
■C*S:/o.^^ •^^•-5 •;,i^a> . (BPT) 

[ 0 0 8 4 ] la 1 0 tc:/a >/ . 5 3 . ^_ 
(BPT) ©«fiS;&^T, t^T. ST^-^tcoUT 

[0 08 5 ] -7*-^.;, (Fonnatversi 
on) 

BPT (Block Permission Table) ©7*— 
i^H^^nr-r, BPTSmcfe. SS©:7*— 7, 

s.o. 'e-©t,^-rn-!?$,^,*.;&sjgij^^7r_^^^^ 

• BPTSIglJ^^ (BPT ID) 

^a-yf • 3 >.^_^;i, (BPT: Block 
Permission Table) ©^IJT- (ID) -C&S. 

• z/a y (Number of Blocks) 
BPT (Block Permission Table) 'Ct&'^z^ti y i><OU 

*»©?S**J^cSns. BPTK:iOgasn€,:/n.:, 

■ ^oyi'ni--^ayi7#nm-sjy^:/ (Block #i- 
#n Permission Flaq) 

y'^^OO^Uyi'it. im^a]^Uy{;-Cg,t) 
i'l ©^a y i^mm^^U y i'-C&SC i^&^r 

• BPT- I CV (iCVof BPT) 

BPT (Block Pemrission Table) ©55089^* s- i^ffl© 

icv-c*s. 

[0 08 6] rJUX(Dyr^JU'>:<.7'Aitr'jUX>S: 
(BPT) ^m^\tV^yly:.M^^):^^^x,i^^^^y 

■fe X ^:^f ^ ^ -^r y ^' > 5? - 7 :r X gPiC B P T ^Sil 

'^^•-^)l"S:^mLBPTi:-t2y h (ex. miCmt 
^■fjaiSE 1) ^^y^>5,_-7^^^jj ^ 

7'-fr©^*.;{CTi7i2;<rS^^<&^ftLfcB$ c© 
^ 7^ ^ T © 7 >7 -fe ;p^f>: dJt-- T-^KcS-^c ^ T 57 •fe;^ © 

[0 08 7] T-n-^i; ./>-_5 .^^>3> . (B 
PT) tCit. mtiy-T^^ T©7 7'-,t/a^^ijcr)§^ 
n.^i7^(4-C©fiFBj5nfcMa!SI«. Afte<3tc{3:m« 
?g*nr:^n 5, 57, m^:m^u y 57. ^^t.tts^DjT- 
a-;.5'. n^^-sj:ray{^^(0^^i!firj:^tirt,>z, y 

^y-Oir^^c-Xf*. C*l^©BPT^S{cfie,T«!i 

a©^s?:9i^-rs. cne,©«aa©if$ffl« f*s-cs 

[0088]fe*j. P'n,, 5' • y<-5 .^t.3>. 
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( B P T ) tCti, ^m^±<Dfcii>(D^^ :t:^y^mi 

SiJT- (ID) CcS-rJl^r^^T^. "^(Dfctbt^c. fficDy 

[ 0 0 8 9 ] ^COStigB$CC>^Ci y >? • ^N*- 

^ ^;i^a> •f*->^;U (BPT) *y^y (ex. :7 -7 

CCD^. T/n-;; • v'N'-S u;v'a> • f*-::^;!/ (BP 

(BPT) Cciaai-r-So :2[s:^?^cr)7^/N''YXJi, ^r-f 

r BPTtCSS3n/cS:/Ci ^<D?K*oJ§:S:#R3L/c 

&^cDr. BPTtS»i:/n'>>7?:tN*^<i:Urg^U 

E5±^n'E>o ^•r^TrtOBPT^^fJfflL//c:7T>f;U0[) 

[0090]yx-fT (:7-^!:;->^^^»;^$gr-^?iB 

(BPT) cd^:7d-^. i*jci:O*01 

>^7^-fTf'f^*iiLr^f=^^raiSiJ^ ( I D) (D^JS 
i B P T 0##ii^^>ifi^S&{^r tf t> tl -E) 4> (D <t T -5 o 30 

[ 0 0 9 n 0 1 ui, ^mMmmm^^^^cu\^^A 

^ . /s^^ ^:;^3> . (BPT) (OW&v 

F^it-^r (S 3 1 ) . ^67&>Des6y -r ^TCC^SiW 
^n/cl D^Sfi (S3 2) T€><h. ^CDI D^-^>-X 
i U/c I C V^^K i c v_bpt^^^ ( S 3 3 ) T 
^. I CV^ilK i c v_bpt». j?-g| : MK 
i c v_bpti. Waifii : I V i c v_bpti . B P TlJglJ 40 

^ ( I D) ^s-:Ji^r^'r€>o m.wm^\t.. i cv* 

i c v_ bpt= D E S ( E . MK i c v_bpt. I 

dai V i c v_bpt) tcSrJi^rt^^ti^o S;cD:gi* 

B P TO I D iflj^fii I V i c v_bpt<Dgpffeifeffl«l 
tc-vx^-gi: MK i c v.bptCCjc-BDES^- Kr<D 

[0 0 9 2 ) ;XtC. BPT(DS:7 -r->'l/KCCi^^i^j:>'>:5 
^-t^^SS (S3 4) ^>'^•^y-^:?&5eS$n/c 
BPTCCS-:Jl^T I CV*^ (faSE-r-Sia 1 4CD«fiS; 
^iiffl) L (S3 5) . ^m^1c I CV?:BPT<D1 C 50 
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V:? -f-;l/Ktc^S (S3 6) -r^o CODJ: occurit 
^Sn/Ci/n-^ ^ • v^^^i/ ' 7"-r^;l/ (BP 
T) ^^x-<r Uc#tiAtf (S37) o tuSiU 
/c<]:^^BPTCDg#iA^:/n-^ BPTtcfcC^r 

[ 0 0 9 3 ] a 1 2 ti. tBS^iE*D.a«8tB«:}^'^^7^^ 

^ ' J^-^ yiy^ly ' f'-Zf)^ (BPT) CDg:^:7D- 

^taT2(,CMLI DSg^mL:3-7> \^^m^X (S4 
1). ID^^^aib, I D^^-7stLtclCW^f& 
SiK i c v_bpt?:3fe^ (S42) T&o 1 CV^)?^ 
K i c v_bpm, : MK i c v_bpt<h. V) 

mm: I V i c v.bptii:. BPTiaSO^- ( I D) tcS-:5 
(^^X^T^o I CV^fSMK i c v_b 

P t = DE S (E. MK i c v_bpt, I DaI V i c v_ 
bpt) &ca-:Jl^r^$n^. ^CDSHt«, BPT(DI 
Dttmm ( I V i c v^bpt) CDSfffe^SSltCvX^- 
Si : MK i c V .bptCCj: ^ D E S Kt?(DBi#{t«ill 

[0 09 5 1 BPTCD-S^' F(c£vg^c/s^ 

(S4 5) &>'^•'5>^-^5^^sS:^5nyt 

BPTccsrJi^^r I cv^^m Ci^-r^m i 4oitJ5 

^mm) L (S46) . *i?5cU/cl CV^BPTOI C 
V7-f-;l/KCCSS (S4 7) T-So C(DJ:^CCLT« 
ffi$nfc:/a-;^ ^ • yi^Bi^ * T-y')i (BP 
T) ^r^-r^T UC##iit^ (S48) « ):i*>\ mFSiL 
/c<J:5«:BPT<DS^3i^::/u-^^«. BPTCCctet^T 

mii^mmt oxw^m^titcz/u y^t-fi,. 

[0 09 6] ^1 3CC:/a y^ • /S-^ ^:;^'3> • T- 
t/;!/ (BPT) <D*i*e5m^^?i]:&7jK-ro SI 3CD (a) 
{tjif^Tl. J^y^ -i T2<0y "7 y^A^^^XO-fU y 
^^fSX^^. mi 3 ( b ) ZfUy ^ ' $ S> 

3> • (BPT) T^>^o y'oy^- 

> • f"-:/;!/ (BPT) ti, :7*-^5r h • 
3>. BPT ID. >^P'> ^^^cglt^r. §:^n^>^cc) 

?&'5fepj ( 1 ) . ?i*^ai ( 0 ) f)m^$ti. smtcBP 

T(D5fcK^:«:-^d?fii ( 1 CV of BPT) :!!>54§JBq5^ 
tcmm^t^-:>o ^^y^DBPTt&M:^n ^ (^13© 
D y ^ # 2 ) ^3:. y'uy ^ ' ^yt^By ' 
(BPT) ccfcurr^^^M^i OT^^ 
n. f^^^''YX^c<fc^r^'S;S:f;5±L. BPT©StS^:f&i 

[0 09 7 ] tj::h. m 1 3 CCTTf-r ^ • $ y iy 
a> • f*--:/;!/ (BPT) OltfiSm. ^zTuy^om 

*«f ( 1 ) . ?B*:^pJ (0 ) (D^*5iS:^$n/c«fiS-c* 
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(14) 



LX'i>J:{,>. m^\,m^^j:u:m^:FB] ( 1 1 ) > 

m^^s] (10), n^^aj. (OIK s 

^teJimn^sj (0 0) tUfc^Mit>iv]mv$>^, " 
[0 09 8] Ajrfe. S2{C^b/c<t5K:>x^T2-C« 
^T^-^TrtCC$IJaSi32 3 1 T*jf). ^-Q • 

-5 •;>i^g>. 7--^;u (BPT) ^^^^^^^ t' ^ i)^ 
Ot*L®«:^r*C<!:fcTt, B P T7!»sSS$*aTt,^S 

CO 0 9 9 ] ?c*5. ±i^<D««jK:*sW^,BPTS*3i*J» 

^T's^BPTOStoi^J^tt, miM&^*>;7-f^_-c 
fmb/cBPT€rilg»#jitJ^^<!:Lr^>J:t., fcf£ 

-^d' •^^•-5.;,i.3>.5._:/J^ (BPT) (Cfel^-C?S 

i b r ^ . 20 

[0 10 0] [55cS9^x^,i;fii (ICV) tCj:S?i®5^ 
* y 47] ;>:{C, gsaa?^* yi^mdCV. integrity Ch 
eck- Value) K:j:^-r-5f?fcSg^:t i'^rtSfcourgi 

HJT-s, *^?g©«fi£(i:fci,:.r, d'fii ( I c 

V) «. 7'-5fffitt^mc<Sfi^$tiSn>7->-;'. T-a 

fit ( I cv) *fig«ai*si 4{c*-r. SI 4©iifiXfc^ 

-i^?:D0, D2> • • Dn-li-TS)^ 

[0102] fr, tnmm (initial Value (feiT. I 

vi-Ti,) ) iDo^rpfifeatjiiafa-r?, (-e-oigm^i 

li-rS) . ycfc. I l€:DESBi#YkgjJ{cAn. 
^x d'ffl (I C V) i c v%fflt,»rBf#ffc-r 

* (ffi;^%E 1 it- ^) „ miiX. E 1 *5j:i>-D 1 m 

mj^mm l . *oi±i;^) i 2 ^ d e s ^-^{tas-vAn 

§Scm5^x d^fii ( I CV) i c v;&fflt»-cat^ 

<bt-^ (ffi;^E2) . WT. Cti;&iMgf)ilu. ^r©^ 
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[0103] ^m(orj:i,^c tAmwEstitcmKii=i>^ 

IE. -TAjr^:,^ I CV - I C V-C*,n«A^^ »y 42- 
>'J:^hK:?S3K©&l,>c<!:di«liE§^. icV;^ic 

[0 10 4] icv^mmufcT'-itjm^^y^mm 
i'^atiiL (s 1 1 ) , aittiufcf'-iftcsrJt^-c^^ 

«Hl4©DESBt-^®a«^{CJ:i3 I CV ^rftST 
S (S 1 2) . if»©iem. I CV ix- 

^'l^fclg^j^n/cl CVi€:Jt®L. (S 1 3) , -Scb 
fcJS^Ei, x-if©ecS*J«i<iE^^cf^-$-ck-S,<!:« 

^ (s 1 4*^^s 1 5) sn, :F-sc©ia^«. 7^-^ 

©?{cB»J*SiipJ3E (S143»ie.Sl 6) Stis 
[0 10 5] V'K^-i^3>.;;^h©g!tH5^,/i,^© 

Sm^^x-^d^ffl (I CV) ^^Ki c v_r 1« ^ 
fef'/W^©^*!; -r>^f7x-xa53 0 o©y*.;g|j 

3 2 1 (04#M) rt(CtSS«l$ti/c>J;J^>-i^g>y;;^ 
h (Revocation List) ©I C Vgl^^gRf -Svx 5?- 
®:MKicv_rl<b. Vn<^-i. ^>,) X h (Revocation 

List) © I cvm^^iSi-r^^<DV]mm i vicv_n 
i. y'l^'>--s^3>y;^h©MttttfB4i{c^^^^,;^ 

^r-i^g>y;^|, •^^•-i^3> (Version) tC^^C^r 
^ti>, Mi^miCit. 5Scffi5='x d'ffl { I CV) ^gg 
i c v_r I = DES (E. MKicv_rl. VersionA 

r vicv.ri) tcs-^i.r^fissn^,, w§b3:©.^i»«, 

-'f-v'B^ (Version) iiZJWffl ( I Vicv_rl) ©gfffe 
iilffi^Ofc 4? : MK icv_rl{c J: S D E S K-c 

a>y;^ F-©gjcig5^:c c©<J:^{cL/r^3 
♦t.)^c I c v^^K i c v-r^^mmbxmmm i vri 
u^'jm3 2iict8m) mt,^xmi5^cfikticv 

10 10 6] ^tc, T-d-^i- • 
^l' (BPT) ©5StE9^x-;,i7ffl©5J®9^x -^.d-iil (I C 
V) i c v_bp ttt. ^^t'^'U :^<Dj^^'J 

-f>^f:7x-xg|53 0 0©^*yS|53 2 1 (®4#bS) 
fC § n B P T © I C V SI ^fig t- .S -7 ;^ 47 r 
^: MKicv_bpt<h, BPT©1 CVH^^^-r^l^© 
VMiM: IVicv_bpti, BPT©R14tt#gip(cS|;^ 
SBPT^giJ-? (ID) (CS^t.r^figr^. :R($6^(c 
«> «ffi5^x V d7ffl ( I c V) ^fiJ^K i c v_b p t 
-DES (E. MKicv_bpt. I Da I Vicv_bpt) (CS 

-5i.^r^fiS$ns. fria^©,mefe{j, sPTciDiig] 
Wffl ( I vicv_bpt) mmumm(,c-7yt,it-m ■. mki 
cv_bptK: J: s DES*- h'xoss-mtum'&mnt^i: 
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tifc icv^jmK i c vjopt^mmLx^mm i vbp 
t (y-t'ja53 2 1 ui^m) ^mi^^xm i stc^i- 1 c 

^BiUrtSfiSSn^ I CV«. BPTrtcDf"-t5?<bBP 
T^^^fi^U/c^-r^TCD^SlFf (ID) 4^tfr^-:$?tc 

BPTcD-r-i^etScDWMcD^J^jre-r. ^x-fT@ 

/cBPTrAcCt.^C<5:^^iET^^tg4>Sttaffix.'5o lo 

y^m(D^m^:t:^'ypm ( ICV) ^StilK i c v_c 

^) mc^^it^tix^m^tix^^ ^ li^^mt^mox^ 

^'r^T2CDr3>hn-^ 2 3 1 r»f$ti^DES- 

cBc^-\^(.c^:^m^mm(fCj:^xmm^ti^. en 
f^<o!im(>c-r>i^xiityu'-^mi.>fcntm^xmmicmm 

"^^o 20 
[0 10 8] C<D^'>tj:y'-^^^:r.y ^(D1^§^. m 

^BPT^C?5:K3&^*,€><!:*lJ^3nn«. BPTk:S-:5< 
y X r CD X- 3? tc*t*r ^ T ^ -fe X ^^it" ^iSiS^rll 

[01093 [r^-iS^K^aiL/. «€tii*«n.a] tiT. 

;^ ^ r tcstt L r 7= ^ ^ tgjffl-r ^> is^cciitf 3 
[0 110] (^'f^^AT.mnn^m.) ^r. 

®Sg2 0 5(D®S. :SffliJ^-X^»j ^>^:7:n--xa53 0 
0<0«aiffi?:^l//c4>CD-C&€>o hB$,.^.'ro[)y 
-r>^:7^'-XgB3 0 O0D:^f*-:$rxUi;?>^i$f(Z)tl? 
JSgti. 0 . 40 

[0111] ST, 7^/W;^:0SSB|6-r^<b. tlj®lgp«. 
rtas y ^ u CD T -r ;i/ffl 0 f - - :/ CJ^'tli l =i > 

K^^^y -Y>^-7x--;:^g|5CcilHi (S 1 0 1) T-Sp 
^'ev^>'^y:t^-7.mt. f=>'>'>rx<Drt5py^ytc*f 

<i(si0 2)br. yy ^)iymK)^xr'-zr)i^\^^ 
^'^vf)^^^mb. mmmcmm (s i o 3) 

-<;^(Z)T^-fe::^pItgAj:i^gM^y. ?fS|5^^ y oc^Sffl^ so 
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-s^3>y;^h^. se7^-:$f :7 7 ^Tju^t'-y h y 
[0 113] Sfjtaigp^. rtspy^y^ms^^n/cT^-^ 

Cc*fiS-r5:7T'r;ufB«5^T7---:7';l/:S:Sm (s 10 
4) -r^i. T*-:/;!/^:^-^^^^ yjK^-s/3>yx h 

CDR<?^dUOS0ill€:^l^f (S 1 0 5 ) y3i<>-i^3> 
yx KD-fe-;/ hnv> F<h. y^J^^-t^H^y;:^ h;^:^ 
-ty ^>:$?r?cc-;^tciiji (S 1 0 6) T-So y;J<>- 
>y hCD-fe-:^ hjasti. y 5^>->'3>y x h*^ 
W5Sr*^ia^tc(D^^tf y;^ h^^^-fe h sn^ 

>*>*2SCDRR. yj^'-ir-ixg^y hCcy>; hT-:;:7*S 
n/c n > > S /cti^ r ^ TiS^rj^ t (Ditmm^m 

[0 114] y3j^^-i^3>yx hcD-fe-^ hnv>K 
cb. y*>--->3>yxh%tijmP3&^e)Sft (s 1 0 

>^i>©fcr>^-r?^i^?: 1 (t'v?-) tc-fe^:; h (S 1 0 
8) y J^'^-^'3>y X KDKH^^x •:.i?ffl6D5fc® 
^:^y^m (I CV) ^SIK i c v__r 1%^^ (S 

1 0 9) -r^o 

[0115] y5j<^-t/'3>y>^ KDSca^x 
ScS^:c ^fii (I C V) ^^glK i c v_r 1 [t. ^ 
est>7^M*-^^X[^CC*S]S^$n/cy#>r-i/a>y;;^ h (Revo 
cation List) CD I C Vgt^r^f ^ v;^ ^-gl : MKi 
cv_rl t . y ^^^-iy 3 > y X h (Revocation List) O 

icvm^^r^m<mmm: ivicv_ri<b. y^io 

-i^ 3 > y ;^ h <DStttffB*«:#$n-s y ^>r-- >' 3 > 

yx h • /^*->^^> (Version) ^CS-^V^ri^-r So 

Mi^mat. 5fcm^^ ^^^^fii ( i cv) *^sik i c v 

_r l=DES (E, MKicv^rl. VersionA I V icv_r 

1) (^m-yi^x^msti^. ^(oMmtct. ^^-t^By (v 

ersion) iiTJ^Sffi ( I Vicv.rl) (Omfb^mmt^C^Ts ^ 
-M: MKicv_rKCcJ:SDE S-t- K-CCDBg-^it^affi* 

[0116] :^X(^c^^v^ly^y :r.-y.\t^fS,l^fc^^ 

vipm (ICV) i c v^r 1 ^flai^r y 
^K^-->3>y X I CV ^^L. ^a?)y*r>r- 

(I CV = I CV?) ^^^f (SI 10) TSo 

*5. ICV (D^dUtmict. mj^<Dmi 4xmMLfcD 

ii^fii ( I C V) ^^giK i c v_r 1 

[0117] I CV = I cvri^Js^ (s 1 1 1 -c 
Yes)«. y7^>'-^^^>y :^ h*i5!cacD;^j:CiiESrj: 



(16) 
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■b-jhyytfil (-fe h ) K-fe h ( S 1 1 2 ) 

(0t|x.«y*.;g|53 2 1 (S4#M) ) (CtgiSSS 
4a. m«. SI$fiSIJiaig|I3 0 6*sS(Jfflg|!2 0 5 (S2 

$ti, itc. 5tsfi$ij®gq3 0 6 mimaz osa^^a lo 

to 1 1 8 3 C®J;^«:> •J#er-i,3>i;;;^|,{j Jff. 

^0 1 i9]mi6<Dyti~o^m^mii^. icv 

I CVC^^JS^ (S 1 1 1 TNo) a. 

[0 1 2 0] iij»fflij«, :^7—^xm^mv^ 

K%^.=ei; -O^rt^x-XfCjiit (s 1 1 4) L/. 
b-ix-^^i^^Oi&ofcCi*^ (S 1 1 5) 

-C';!i<^-->3>yx h-fe-^ h:7 5i^^ffi# (s 1 1 30 
6) -rs. ';.-}^>-j^3>-k.^ 

[0121] (-y-r^rSSI^FSaa) ;^(c. ■?/W;:^{c 
7=— r^^b-r^SBPT (Block Permission Table) 
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[oi2 2]*r. ^i'-triifim-^ntcis^o^T' 

-f rfigSISttStCOtJ-rSl 8. HI 9 ?rfflt,»TgttBJf 
t0123}|§118. SI 9{C*it,»rfcS»cl|2(C*j 

t'^'W ;^ 2 0 0 <omiU2 0 5 affljccy -t 
';'f>5?:7x-xS|J3 OOCDMa^^L-Ct,^^,. 
-ggm*-c. v*';'/>5r7*-;^g|j3o o<D;^x- 
7^-fT1^77y: 0 (SR^) . ^T'^Tl-fe 2,1-7 

[0 1 2 4] $-r, sijasutt, ^^^-cxtc^jtfstxfcy 

7^-<T*iy-f^^ri-C$,2,C<!:^igit!i-r-5 (S20 

^iSiSsT ^ y 7= ^ T 1 ggssn v > k * 

y-r^^r^x-xfc^ntrs (S202) . 

[0125] y'ty -Oir^x-;^^, Ptaigi5*i6©y 
7^^ri|g^nv>K4^^ (S2 0 3) -r^Si. Xf- 
-i?;^U2;>x$©i^i;-7 7i^*i (i^i?-) cc^l 

(S204), ^x-rTUC^ftLryx^TlOD^d^^ 
(I D) O^^Ulbnv>K4iMfi (S2 0 5) L § 
« (S2 0 6) -rS. $^{C. SffLfcy^^TKDI 

( s 2 0 7 ) rs. 4<ir_i^ 3 > y h {J. 5fe©gi 

■2), 

[0 12 6] SitI Di-gcr^ I YimT. Y^imu 

L&*>o fcti^«. tm^f^ Titty tk- i7*rsiy 

(S2 0 8(c*jt»-CNo) 7.7-'iiXi.zy:^ii<OM 
'f'trimiV^if^l (:^) {c-fe, |> (S2 09) 
L. tt^-7-5i^*0 (^^) h (S2 1 0) T 

1 D i-ssc-r 2. 1 D*s y 3 > y X f- tfj 

«C*o?clS^ (S2 0 8K:*jt,JTYe s) «, ^gy-?^ 

-f r itt y i^jti^^ r-(T-Q^'o. mmcmm-c^ 

[0127] -7^. fUmptt. ^7^-^ 7-S 2 1 1 tCteU 

^^mmu. ey-^^i'jjso (^) tc/jTo/cci^ 

JiiS ( S 2 1 2 ) ©f^, y 7^^ T :7 7 m^^'SrSiiSLr 

(7 7^: 1) -c&i,m^ (S2 1 3-CYe s) 
©*«!ra%e6tfU. 0) -c*SJi^ (S 

2 1 3f No) tt. «iS4i|i^7r5. 
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[0 12 8} :;CCC, mi 9CCii^. ftiJtaigP«. >x^T 

^r^-ty H^>^:7:c--xtCil{t (S2 2 1 ) -^^U 
-r>^:7:i:-::2^^i. y r ^ Ji^m'O^Xv^-'fjVO^m^. 
tifc-t^ ^m^tiiO:=i'^> K^y-r^ T 1 (fCmm (S 2 
22) :7t >r;usaD^rT'-:^;U4^f=^^T I7&^e> 
§ftU. MtaJgiJ^CiMft (S 2 2 3 ) r^o 
[0129] ^ -r ^ r 1 l^atm^tltcT'- j^ 

cc*fit."r^:7T -rjHOO^r-T^— r^;u*Sfi (S2 2 
4) T^i. -r-yjb^cS-^Jl^rya y :^ • >'N*- 5 10 
3> • 7^-:/Jl/ (BPT) cDil^mbMS^rSttf (S 2 
25) 0. BPTCD-fe-y hnv^> Kt, BPT^p^-tU 
-i^>^>'^«-Xtcail{t (S 2 2 6 ) T-So BPTO-iz*:; 

ih^mmm. n>f->^>MscD^. BPT%#MLr>^ 

[0 1 3 0] ':fay ^ ' yi^Bly ' "r-zfjl {B 20 
PT) (D-t2-:.. hnv>K<b. BPT*$ljapS|5;&^6Sfi 
(S2 2 7)'r^<h, y-tU-OtJr^x-X^, Xf^- 

(S 2 2 8) BPT<0^^:^y ^m<D^^:iiy 
ilCV) i c v_b p t^^m (S2 2 

9) T^c 

[0 13 1] BPT<DScm^:«:'>e7^CD?fem^x 

( I CV) ^giK i c v_b p t IJ. ^a?>'r/NV;^<rt 
tCtSIS^Sn^TcB PTCO I C V^:S:^T€»v>;^-ii : 

MKicv_bpt<h. BPT(Di cvm^^fSLr^mcovm 30 

ffl : I Vlcv_bpt<!:. j^f I D^cS-^l^r^jS-T 
-So :i:i*WOCti. KS^x ^ffi ( I CV) ^^SIK i 
c v^b p t = D E S (E, MKicv_bpt aT\ I 

DAivicv_bpt) tcs-:5iir^fS;^n'2>o ^©^iftts. 
j^fATi I DiiTjsiifii ( I vicv^bpt) mmmmm 

[0132] <X^Cp^^';h^>i^:7:c-x«^0cU/cKH 
( I CV) i c v_bpt^ffll^rBP 

TOICV ^^ISL. ^e*^BPT|^^CtS^$ti/ciEL 40 
t.^ I CVfiI<b(Z)RS^MS ( I C V = I C V ? ) ^^}7 

(S2 3 0)-r^o ICV* W& 

Vbpt€:ffli\ *;?S;l/c^s^x v^m^i CV) ^ 
UK i c v^bpt^SfflU/cMS^Ccfcortft^n-So 

^\ BPTcDf^^ti$gcbur*sjW$n/ci cv«. 
I D^^t^f'-^tcs-^t^r^fefiS^nr*?^. ic 

V<D^*':;^«. BPTcDr'-^KBOW^CDJ^fJice 

^r-fTHWcDiE^&BPT. T^c^D-i^ffeOD^r^-r 
Ttc=if-S4a/cBPTr3^j:CiCicD«liE4>*tfc<i^-2> 50 
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[0133] ICV = I CVr^)^it^ (S2 3 1 -C 
Yes)«. BPT5&5iE^>iy7=^^rCCMjWSn/c3(ffi 

"ytf^l (-te-^ h) tC-fe-:; h (S2 3 2) "T^o I C 

V I CVr^^ia^ (S2 3 ITNo) BPT 
tCScS^DiW^^n. BPTCD#miiCca-:5< n> 

OCJ:*). fcri;^-:7'7^'^«0«H2-^ h (S2 33) $n 

[0 134]-^. $fjffllgpfflij«. 
v>K?:^'^:';-<>tSf:7x-X(caim (S2 34) 
"d'y-V =y ^'tf^O tU-,1c^t^%,^ (S 2 3 SrYe 
s) iLr^'r^fTl-fety h:7'7y^«i? (S2 3 6) 
UU^ti^^f AT \^-jWy^\X. BPTCD 

[0 13 5] y^COf^^T 235^5 f=>'^'>f;^^Ci?«$n/cl^ 
f^^ r 2JtS«!:S^C'QliT. 02 0. H2 1?:ffiCi 
^riSH^r^o ^'r^T2tJ. 0 2^fflC^TSiHJL/cJ:^ 

[0 13 6] H2 0CDXf'-^:7-S3 0 1:^^63 3 0 4CD 

2 0 1 2 0 4 <i:|Hl^-C&^(Dr|»?8^^0§-r'2>o 

[0 1 3 7 ] ;^'r!5'7'S3 0 5tc4tJiir. >r>a? 
[ 0 1 3 8 ] 02 2CC. ^mm^^1i^^m\^^1dm.m 

WjH (ISO/IEC 9798-2) (DiUkmiy-'^Z^ :^^7?:To 0 
2 2CC*5l^r&J. *3iil0g#7^S;<hUTDES^ffll,iT 

02 2CCfc(,^r. S-r. B:/)^d4tL'v hODSLi^Rb 
RbfcJcJUfaB©! D-Ci-S I D (b) «rA 
^Cj^ftT^o Cn^^ftb/cA^i. if /etc 6 4 t' h 
SLiS^Ra^i^U. Ra. Rb. ID (b)CDietC, D 
E.S©CBC^-- K-eglKa b^rfflC^rx-d^^Bf-^lt 
BCCili^-r^. J^cCfc. ^Kab^J. A:feJ:J>'BCC^- 

mcDU^m. mmMr^$>?>o descdcbc^- K^rffl 

DE SBg-^{bg|itC*5lir. ^Ka b^ffiC^TBg^ltU. 

Bg^i:E 1 ^at^o. m^^x^n:ZEi tRht^nm 

fi^i^afnO. DESBi-^{bSP{C*J(.^T. glKab^fflC^ 
•CBg^^tU. ffg-^5:E2^^U. $e>tC. Bi^5:E2 
<bl D (b) i^StfteWf&Sffil/. DESBg-^ibas^C*? 
C^r. SiKab^fflC^rBf^^bLT^SSU/cBg-^^ES 
cb^<t ^ritfi-r-^ (Token-AB) ^^f'Sc 
[0 13 9] cni&§fiL/cB«, Sff7=^-i>^. ^« 

aKab (i^ii) -cm-^fb-r^o ^mr-^ommt 
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E 2 i&^fEiiK a b X^tmitL . ^(Omm t E 1 ffe 

K a b vm^it L . "tom^ tE2 ^smmmmm 

IDCb)4f#^. Lrtf 6n/cRa. Rb, I 

DCb)CD^-^. Rb:b'J:CK I D(b):?&^. Bi)mmLfciy 

[0 1 4 0 ] ^xtcBfj. msEmc^m-r^-^viys^^ lo 

- (Ks e s) ^&imcJ:->X^m'r^. ^LX. R 
b. Ra, KsesOJB^C, D E SCDC B C-t- Frig 

[0141] cti^^mbfcAU. ^inr-^^mm^ 
-Ksikexmmtr^o ^m-T-^(Dm^itn-mt. 
B<Dm^immtm^xi>^. c^Lxn^titcRh. 

Ra. Kses(DF*g. R b *5cl:0'R a A:^53ll{IL//c 
/dS^cti, ^yi^B >^-K s e s SliEf^Ofgffiji 20 

[0 1 43] ^2 3. 112 4^:2js|%B^(Df'>rNVX<f:^r 
^^n-^&^-Tp S2 3. 02 4Cc:foCir. ^eWt'v^nV 
n - -7 OC:fol:f ^S^Sr^ ^ . 

[0 144] ^r^T2:n>hD-5miSRa 30 

^*^(S40 1) Ra*Jcl:?:/@ecD I Dr^-S)^ 

(S4 0 2) fS. cn^&Sfi (S4 0 3) UfcxM'-r 

fi]«8fii ( I v_akG) (D§m^mmcBu.<Dmmr 

^WMM^l^'7:^^-m : MKa k e€:iifflLDE S 

^mmm^^i7ti:^xmmmK a k e ( s 4 o 

if/ctCSL?^R b ( S 4 0 5 ) I V_a 

u t h tR b t^nmttmmmL . mk^ r e^^i^r 4o 
Hg-^ltu. Bg-^:i:E 1 ^^f&L. m(^ixB^n^E i <hR 
aLt^mm^mmmu. mKsi k e^mi.^xmmtLx 

mmcE2^^^L. Ht-^:S:E2<f:^7^iif T2 

I Di^gfffeS^i&SfPU. ^Ka k e^Sr^l^rBf-^ItU 
rBt-^5:E3^^L (S40 6) . ^btcT'-^E 
1 I IE 2 !|E3*^7'-f T2n>ha-'5CcaHE (S4 
07)^-2)0 [||] ^i. r-^cDife^^lglftf 
[0145] cn^rSfi (S4 0 8) b/c-p' 7"^ T 2 3 
>hn-^«. Sfi7=-:S?4. iSiESiKa k erffl-^{b 

( s 4 0 9 ) T^>o smr-di<Dm^it':^mfit. so 
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m-^^E 1 ^tSlE^K a k eXmmtL. WmBtUm 
W^SfObSLI&Rb' ^rtf-^jo ^^tc. ^^:$:E2^mM. 

a k e xm^u. ^(Dtsmt E 1 ^mm^mm 

Ra' ^m^o gf^CC. Pg-^3^E 3^ISiE^Ka k 
e-CjS-^L. ^<DJlSSiE2^gfffifi^l&SffiL. 
T2ID* ^mi>. C^LTff e.n/cRa' . Rb' . 
yx-^T2ID' (D^-^. Ra* *5«^:OV 7= -f T 2 I 
D* T2:^5i^{tL/c^>(Dci:— 

(S4 10. s4ii)T^o comti^cm-ofcm^. 

^-r ■YT2«•r.'^•-<X^:iE^3^c^>CD<bUr^SEt*'5o R 
a' fciOVr r2 ID' t!)^ i^ftf"- ^ i:?^— gcr 
*-:>/c<f:#«. tiSiSIET&i^li^ (S4 1 3) L/c4>CDch 

[0146] ^T2n> hu-^C^, ISliEffetc 

Mffl-r^'fe-:;->3>=^- (K s e s ) tLXCDiim^^ 
(S4 1 2) -r^o y:CC, m2 4(0:7.v^yy'S4 2 1 
^C:tet^r. Ra. Rb. KsesOIgCC, DES(DCB 
C-t-KriSiiEaKake^fflliTBt-^ftL. x>'nVX 

p^-ty H^>d?:7x-xccitff (S4 2 2) -r^o 

[0 147] Ctl^^m (S4 2 3) O/cf'v'NV^^y-t 
y 'Y>^:7x-;^0i. SM-r-^^^ISfEglK a k erft 
^ ( S 4 2 4 ) -r ^>o C ^ U-Cften/cR a " . R 
b" . KsesCDf^, Ra" *jJ:0'Rb" 3&5. t'^nV:^ 
:^^iiftL/c*>CDi— lS:T^:?t)^*^iiE (S4 2 5. S42 
6) -r^o C(D*^iE^cjl-o/ciS^. 7^>^^V:^^^^•r-^ T 
2^iE^3&4>(D<i:Or^iE (S4 2 7 ) SC^CCtl 

( s 4 2 9 ) L . wmkm2>mmm<Dtci^(Df^mmt l 

r^ijffl^n^o Ra*' :feJ:a^Rb" mmr'-^t:^ 
-SCTfeofci #6i. tBS^iEJ&^5>cRfe (8428) Ltc 

[0 14 8] S2 0CCM0. ^'f^r2(Dmm(l!km(iC^ 
i^>xmmi:mi^i>o x-r-;;:7*S3 0 5tC*5l^r±iS(DtB 

tCSfib/c^7^^r2(DI Di. KCC-fe«:. 

(Dv :^ h tomm^^mn (S 3 0 7) -r-So 

[0149] ^ft I Dt—^t^ I D7&^';>; hcficc^a 

^rxiitrj:<^ mbi^cmm^mrji^r'-^rx^^tnm 
(s 3 0 stcfco^rN o ) 0. :^'f^-'^xuv>7.^(D^ 
7'^r2m^y^^^ 1 (WJa) tci2«y h (S3 09) 

ydV-V^^^Ci mW) ^C-fe-^ h (S3 1 0) T 
-So SMI Di—ScT^ I D;55y.1<^->>3>i;xhcf3 
tC*o/ciS-& (S3 0 SCCfcO^TYe s) fcj. Il^^f' 

J^j:C^i*lJ^L/. ^^-r *:;r7*S 3 0 9CDWJ8!i:7^ycDW5a{t 
«3sS?:^tf1frX7"«;^:?"S 3 1 ^X\^V>-V'y >f:^^ 
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[0150] —73. mmmt. ^'•s 3 1 1 tcfcc^ 

(S 3 1 2 ) (Df^, ^f'-r rr7^^t^®.:|:ffi||gLT 
1 ) r&^li^ (S3 1 3rYe s) 
o;5f*!ia?riK?f «IS» (:7^y : 0) r*-2>ii^ (S 
3 1 Sr-No) tS. ©^^$^7^-2)0 

[0151] ;xcc. 02 1 (icm^. ummt. ^^f^r 
^^^v ^y^y :r:-:^(,cmiM ( s 3 2 i ) ^-^t v lo 

n/cH2d?^^^tHU:3V> F^j-^T^^ r2^ciilfi (S3 
22) 7t >f Ji/SI0^rf"-:/;UJ&^7=^^T27&i6 
§fiL. ^irfSIgB^illfi ( S 3 2 3 ) f 
[0 1 5 2 ] ©JSlSBii. r2tcMft^5n/cy=-i§? 
{c*tiS'rS:7T-r;i'S(IO^rf*-:/;u*S(i (3 3 2 
4) T^i. 'r-:/;l'JcS-:5Cir :/u ^ ^ 
3> • 7"-y;l/ (BPT) cD^^tHbMS^^tf (S3 
25) BPTCD-fe^^r Fnv> F<b. BPT^Sr^-^rV 
-l'>^-7:c--;^^Citff (S 3 2 6 ) -r^o BPT(D-^v 20 

[0153] :/n ^7 .:;>.3 > . y^^zfjl (B 

PT) <D-fe-^ hrJV> Fi. BPT?:SIJ1fflIg|5^:»6S<t 
(S327) -r^i. y^';-i^>:$r:7:c-X«. ^^7^- 

(3 3 2 8) BPT<Dl»M^^y i^m(D'^^:tiv 
(I CV) *^^Ki cv_bp i^^J& (S3 2 

9) -r^c 

[0 154] BPT<7)5m^:c ^^CD?^m5^:»i -^^ffil 
( I CV) ^^glK i c v_b p ?^^x>'^VX|^ 
tCt&jWS n/cB P T<D I C Vg|^&^T^ -^y^ ^ -Si : 
MKicv^bpti. BPT(0\ CVm^^JSrr^mcOVm 
ffi: IVicv_bpti. r ^ T 2 I DCcS-:5i^r^^j3{rr 
=a»WtCtt. 5feSl5^x r:. iJs'ffl ( I CV) i 
c v_b p t = D E S (E, MKicv_bpt - f -< T 2 I 40 

Da I Vicv_bpt) ccs-^Jii-c^^snSc 

7" T 2 I D i?7j»ifii ( I V icv_bpt) onm^mm 

JCVX^-^ : MKicv_bpttCcfc'5>DE S^- FTOBf 

[0155] ;:Xccy^»;-r>i5?:7x-;^«*ScL/c&a 

y^^ffi ( I CV) ^SiK i c v_bpt<i: I Vbpt* 
fflt^TBPTcD I CV ^^L. ^i^BPTm^^m 
$n/ciEUl^ I CVfiiiCDM-^SaS ( I CV = I CV 
?) ?:^?f (S330) -r-So «C*>. ICV ©^JSSfi 

mrifoa 1 4 -ClttD^ LfcD E S^- FtcS-:?*.^ so 
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( I CV) i c v.bpt^jgfflU/cSSillCCcfcor 

tft>n^o ^Cfc. BPTCD««1t$R<i:LTtS8^$n/cI 

CVtJ. ^-r-^ T2 I D^^t^7'-^tcSr5l:ir^$ 

mu<o^tj:hir. M^^rmmoiE^uBPT. ^&t> 

^ ffecD^ -r r ^ 31 fc' - 3 n/c B P T r 3^cC C i (DtfeiE 

[0156] I C V = I cv^hhm^ ( S 3 3 1 -c 
Yes) ti. BPT-h^JL^U^'f ^riiCi^m^tlfcSm. 

CD|?Ktc#MoJftB?^i:t^Si&C42 u;FL/. -^7^-fT2-fe':;F:7 

(-te-^^ F) tC-te'v h (S3 3 2) -r-S. IC 
V ^ I CVr4)^i8^ (S33 1-CNo) BPT 
liOiiM^^n tn%^n. BPT(D#M«!:SCCS':5<=a> 

tcj:*3, fcf2;^-:7^^»0«:-fe^^ F (S 3 3 3) Sn 

So 

[0157] ftlJiai«|5ffiiJ«. X'r--:$7XS!^aiLn 

^> F^^^V ^>^:7:n-xtC3tfi (S 3 3 4) 
tfi;?--::'^d7*;^)^0<J:^i:-^/cC<b^^ff: (S 3 3 5rYe 
s) iUT^r ^T2-fe^;^ F:7 5^^ffiS (S3 3 6) 

Fsn/cci^^fi. -eoffecDn^^o iJ^cf-So 

[0158] (7^-t5?:7r >f;l/^^tHLJ5!LS) 7^ 

— T >r;KD^^tHL4a;accoi.ir^2 5 (Dyxi—^ 

/c»;3iO-e>H>yx F^i^^nSo H2 5Cc^-r:7n 
i^gp^^y. i^gp^^y (^f'^Ti. ^r^^T 

2) (Ol.^'rtlMmm^titcy'-^y 7 ^ )\^(Dmfy^ij 

[0 15 9] as-r. ftfjasp«. y7^)\^m^^Xr—zf 
)i mi 7#M) ^^e^^WL^taf'-i^cT^-fe^a^T F 

(S (1) -S (k) ) (S5 0 1 ) ^ 

-^tU ■Y>^:?x-;^(cK?#L/c-fe^5?^S ( i ) ^^tHL 
=i-7> F^lia;^3ll(t (S 5 0 2. S5 0 3 )^-^0 ^-^r 
»;>f >:S?:7^-X«. -fe^^S ( i ) ^^aiUn-7> F 
%Sf5 (S504) T^i. b'i^-77d7'^l 

-) (rm^ (S5 0 5) L/, sm-fe^^s ( i ) ^ip^as 

^^Vi)\ 9[S^^^VV^^f)^^mm (S 5 0 6) 

-^F:7^y*si (>rf7=^-f T*^«5*tc-fe-^ F ^nri^sc 

• -^-i/jU (BPT) ?r#Mb-C. BPTtm^mLM 
lft"C*S-fei7^S (i) i&^^tbOitBliE*a:^ci ^^>7<b 
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L/ria^Lri^^,*^^^^ (S5 08 ) -r^-o bpt{c 

'J*^6^^-fei':S?©7=-d?i&ig*&i|±j-r (S 5 0 9) . 

tt. ;:^7=-2'7-S5 0 7. s 508«;=^+v7--rSo 
•^-T^'SSO?. S5 0 8©flS*JNo-r*SJt^. t-JS: 

dsi-c^ci^jt^. BPT{c^2^7^^s 

[0161} y^^->v'S 5 0 6~S 5 0 8©$lJ^:rci y 

S-^<^'PtTiEMa*5||^f (S5 10) sn, M*3fTjE 

*5^L/c (S5 1 1) ci^nigu, mh-^bmnv 
^mm (s 5 1 2) L. ft?-7^y*o (eg 2 

^ (S5 1 3) -r-So ^OiTiEtC^^fljfL/clS^tt, W.?). 
mvmjyyif^SrO (Mk) icm^ (S5 1 3) LXm 

: 0 1 6 2 ] sfc, mmmt. ^-s 5 1 5 ~s 5 

[0163] (y7-^)vm^iL^twm):xic,7'—siy 
•ty (^7=^Ti. ^x-f r2) ©t^fn^itc^T-CJu 
> ^ 7 ^ - ;^ ©jasf 

[ 0 1 6 4 : SUiSUSPtt, «^jA*^Stfm7T 40 
42 i'^ tensor :9-S!l§n/<:T-^5rD (D-D 

(k) iTs. *^l^aI8B^i. ^tcs^-^ro ( i ) ©St 

ji*-bd7^S (^i) ^^L-r. y^:>;-<>4r7x-;^ 
CC-ted'^f S ( i ) gtjii«*.=iv> Ki. T^-iJD ( i ) 
^IH'XSUb (S60 2— S6 04) rS. ^*y-Od( 
7x-;^l3:, ■bi'^7S ( i ) StjAi^^nv> h-?:S<l 
(S6 0 5)T^.i, ey-^^i/^l (f-:^-) (cia 
S (S606) Sm-fei'ifS (i ) AirtSU^^'J 
*\ J^gP^'ty-c*2,Ai?rfiJS (S6 0 7) t. JI-SM 
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yi^tHl {^^'irifimiK.-^zvhtnx^^ictiTri 
f) Xh^1)^^mm (S6 0 8) L> h:75y*ii 
■C$>Sti^(c«. §6(C^O-;»i'/\--5 -^i^g^.r- 
^^W (EFT) 4#JlLt:. BPT*SS#ii;5<'^^-C* 
S-b^^fS ( i ) ^«tji^t^FDl*fa:/n -yd7it^rs 
Sl/rtiSA>;&^J5e (S6 0 9) f.!). BPTCCStiiS, 
*^nj:/n -J *©|9:S*i$,SJg^(c«, -fe >; ^rfcmL 
•Ci^^r^^OiTiE??#?r^fiS (S6 1 0) •fei'^ 
S ( i ) {c-?-$D ( i ) i^fJiTJE^f^^Sr^oTCSSp 

L, l:fi^-77i/«:0 (^H) K:^3£ (8 6 14) T 

[0 16 5]/j:*5. »g?ji^>tfl^7"-i?j!>JBPT(Cj;S 

*SJS^«. X7^-;,7"S6 08, SQQQ^ty^^'jZf-r 
So :^f-y7-S6 0 8> S60 9©«^5!)lNo-C*€.« 
^. ■^■^C*>-^y'r^T©-fey h7^i^j!)Sl "C^ftsJi^ 
$/ctt. BPTtC-fei'^S ( i ) ©«tii<?^^Dj*JS^ 
Stiru^ctiii^iCtt. ;^T-»^r7-S6 1 3tCji*. »t 

ii*X7-itrS#ji^^fiSWj7^d/^&0{c-fe-;, hf 
S. 

[0166] syc> $irtaiaj«. ;^7^-;. ^-s e i e-s e 
^^^tULr, fi^-7 7i^*io©«S8fctet»r. 

fiSWj7 7i/*3 1-e*SCi^^^<!;L-rT FU^^/i;^ 
-<>i'yy>hL.r. «tji*7=-5rSrJIIi;XV*y-f> 

d»>'*-;^(c^#-rs. ■r'^r©iKra35Jit?T-rsi> 7 

y ^ ;Hi|i9 7— :^Jl'©Mi?M31^|^tf ( S 6 2 1 ) 
mfbfcyr'<)Vm<0^X7—^)i,itWSi^-7>\: 
<i:ife{C^^y-<>:Sr5'cc-;;^tCj^|<l (S6 2 2) 

ST-r-7';U©StiiiWffla?:»f (S 6 2 3) -rs. 
[0 167] C-fei'dffigtCI&DfcBi^ftil^jifflLk 

Bt#< t-r 6 i . H— ©i?©5c-C©;A;a©Bg^5:*i|i^ 

Bt#^bt-S:^*5MSLt,^i#^S. *^;^^Ar©3> 

-J i^mi.K.m^u^-ri> 1 1> Be«j©js^{ctt. 

■fei'4f©g!t/cW8^W h (DES©ti^) S/dil6)^• 
h ( h y ^Vl'DE S (Tnp1e-DES©i#^) ) ©illt$g 

Ke>nfcy * y ^j^©7=- arggig^jgj/i>g ^ ^ ^ J. 
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[0 1 6 8 ] -?-CT\ ^:^Bg<D^>XxArii. 5t^C|jiB^ 
L /cS =1 > -r > © JS141f Ig-C $> ^ -fe =^ A y ^ --^ 

VPtedO -^K c _Encrvpted3 \i)^3 2 {iOBf-^ltSlK c 
^Tj^To [Encrypted] tt. -^n^nO^K c 

7(a) 0-fe=^^^U'r'-<'^^^tc«. Kc (0) c 

(M- 1 ) ^^^(Dumom {zii^T^i^^y^^) tmm^ 
[0 17 0] c(Dum(0':2iyy^iyv^-\t. m^{tm2 

7(b) iC^Tct'5tcS/7:^>5§'fe^i5?CCS^j£W:r6nr 
S-b47^CCtg»S-r^'r-i5?CDffg-^fbtcfi6fflSla^, 5fetc 

'iyU^Vy vly:xj^^^}\a.. m21 (b) tCTSTcfc^^ 
(0)*. ^-^tyosyot^^^^cD-fe^^s^occ^s^T-^T^ 

-^(o^mmti^xmmi^. ^kc (s) 

r^o ?6CC. glKc (M-l)€r. y-t U(D^::/p 
d7(D-fe:J7^M- UCtSS^T^f'-^^^CDBg-^^biliLrii 

[0171] COJ:^tc. ■fei57^^c*fi£UrM/cj:'5>ffg'^ 40 
^^iSffl L T X - ^ ^rtSja^-r ^ C t CC J: 0 - ^ 
(ex. n^xvu;) •;f'^:?&S(Sa?)e>n'5»o T 

i5? ^f*?:m-^*r ^ c i & oifgr ^ -5) t!)^ e> r ^ -5) o 

[0 1 7 2} ffg^{bT;br3'';XAti. Wx«10(DBi^ 

Site cfc s D E s ^mmm^m^=f'r > d e s 

2otUi<:Di|;S:l^^-rS h U 7'JUDE S (Triple DE 50 
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s) ^mmuc^^\mm.t.i,xi,^\.K 

[0 17 3] V y:7*;l'DES (Triple DES) (OUm 

mmm^m 2 s cc^To s 2 s ( a ) . ( b ) tc^j^t j: 

'5^h';:7-;l.DES (Triple D E S ) <b Or CD^^K: 
f^e5iCtit(T(DJ:^/j:2ocDSJtc-S)Siii;&5*>^o 
1328 (a)«. 2o(Dff§-^%ffll>/cfi?«5:7j^T4><Dr 

^Ucj:€>Bt^{bAQ:a. ii2^cJ:^tl-^{biO:S. 

K 1 . K2. K \ <Dm^2^m^^h. m2B (b) 
3ocr)Bg^^^fflCi/c^il^^-r4>CD-C^5g^ glltCJ:^ 
^^{tim. gl2tcj:^et-^^bi^M. $ ^bccg|3tcj:5 
Bg-^^bMfflOIKOc^aji^if 3 0 <h *>B§-^jt5iItffi^^^ 
Slli. Kl. K2. K3CDWC3®?ffiCDS|;$rfflCi 

>'>^JUDEStci:b$j^L.r*fe=^:*y^^3gs^fD]± 
[0 17 4][^2 9CC. ^^ycctSS^f -5 -r-^ CD-Sir 
DEStCj:^Hi^{bMa*tf/cC-:>/c«^0d«:*'ro m2 

(0) <bK c ( 1 ) cD2'0(7)|i^fl|UT h V:7';l/DES 
Bg^^b4^f^^c^ "fe^^sJi. giKc (s) iKc (s 
+ 1 ) <D2 0(Z)SI5:ffltir V y :7';UD E S»f-^<b€:?f J^J 
C\ -fe^^M-Ui, glKc (M-1) iKc (0)(D 
2o(Dg|:S:ffitir h y :7VUDESBf-t<b^if>j:^o CO 

7(a) xm\^fcm^^msi^mm^^^dimtfj:<. -fe 

[0 17 5] S6tC. 03 Otcp):a:^SI«r<Dx-^Bg 

r. 2o©ii^fflCir h y >'*;bD e SBf-^ib^^f /j:o/c 
^"c*)^o ia3 occ7i^*rj:^tc. ^zfuvtpo-^^^ 

Och-tr^^UJ. ^Kc (0) iKc (1) CD2o(DM 
^fflC^T h y^^'-'UDESfft-^^b^tf/jrC^ 42 ^d? 2 St 
•fe5'^2s + l», ®Kc (2s) <bKc (2s + l) 

(02 ocDM^ffit^r h y e seg-^ft^tf/jriv -fe 

^^M-2<i:-fet57^M- Ui, glK c (M-2) iKc 
(M- 1 ) (D2'0(Dii^&fflCiT V y:7*;l'DE SHf-^>(b^ 

[0176][S27. ^29, S30 tCjF-rfJOtetC 
^/j:1«)S*5pJfiBt^£lr>s^ S2 7. 2 9. 30-C 

ti. H2i5'^s:<5:[^?&(D^^-N.':; ^tcfsfi^-r-s tiffin or 

<M) iur. -fe^^O i-te^i? s«|^IDii■CBt-^^t■r 
S^O«fiS<bbr^>J:l>o S/c1«»^a»*L (L>M) 



4 
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[0 17 7) ['\z^^mii(D^m^:^y^m (ICV) 
m^. -fisted. a>f'ly''J'f-^±W<0&WJ:^(fCm 

mLfc^m.^x.v^m ( I cv) ^fffln^-ti^m^iT 
[0 1 7 8 ] ^/ci cv^mt^r^m^. wf-'^xh 

SO) I C V^AniAtfch. ^^^AT^CD-y y Ay\^i^7^'rh. 

[0179] ^i^^aof^-t^f^iffi^gtc^jiirts. -fe^^ 
CC I C V ?:g < ifil^TJ^^^j: < D . -r- ^^(omm^^ < 

ffjffl-ctSo s/c. tlSSPcci cv*g< ci-e. 

[0 1 8 0] f'-t^r^r^^WrBftCti. y^U-<>^:7 

XgP3 0 O^^a^rS-fe^d^cD I CV^H-SlL/T, Tt:^ 

[0181] Jtcfc. -S-fei^^r I CV^^^DT^^^bi^j: 
C^:?!)^^, -fe^jx Ut" ^ (Security Header) CClB 

ycpo I CV:7^^ (ICV Flag) 7!)^ ^rtCD 

SHz^d^cDICV^^Jra-IN^^TTnTo Wl:i«0 : IC 
VtjiL. 1 : ICV*>»3. tLXm^^tl^o Si 
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[0182] ^-^^^(D'f-^mm^tTi&^mfSL^m 

3 1 6C7fTo 133 1 (a) Octree, ^^U (:7'7';^>' 

r>':/x2 , ^mmmt^c^mux^m^ti^. (b) cc^ 

or^r-:> (ex. =3>7">'>) iUT^^K^n^ 
m^^tb 1 2A^li«l 0 2 4^<Y hO^-^ftJfflgP 

(Error Correction Code) ^(Dmn^^mbfcK^^ 

[0183] c(D7iMi^(D^mum^u le^^-i s> 

^1^*2 O^W ^O^^s?>i^^5?)6tl/c$IilcT^bO. 
X\%mh^hU\^K — MCC, TLSSPtC+Sa^^ti^ECC 

Tiissp^ft^r^ffliir. n^w^mmmm^Wk ( u 
cDBfem^x ( I CV) ^tsmr^o 

[0 18 4] TufigPtC I CV>l:tSj^L//ci«^<Z)f=^^^'rx 
<3!):7T>f JUS^;^f'ACC<i:^7'-t>gP0[)»*S«!!iaii. S3 
1 (c) tC7T^*r<j:^CC. J^mc-r-^i UT<5gfl|T^*> 

[0 18 5] :$:m^^Cj:0. S^O-fe^ ^ Titian 

ai3R^o stc. 3cs^**:'tj7ffl(Dicv*7T:smcAn 

-SCir. 7=^- Office <^x.i>r-^^i|g^'€-(Z)^*ffiffl 
(D^3&^!ill{tSti-So Stc. I CV^x ^;^)5y^i;-<> 
[0 18 6] [yf'^ rrt(D^iSiJSI^J:^r2>f'>:vil 

1SI^CDn>r*>::;=t^- (K c_Encryptedxx) . ^^X> 
r3>T*>*>^x (K i c v_Encrvpted) 

[0187] cn^cDgKDHf^^b© 1 ^(omM\^. 
7=>^NV;^o[>y^y>f >^:73:-x©>^^yaJ32 1 (0 
4#M) CC*S*fi§nri^^BS^^Kd i s tCCj:orBg 

-^^burtSJW■r^^f^fiS3^^5^5o Kc_Encrvpte 

dO = Enc(Kdist, Kc(0)) r^b^o CC 
Enc (a. b) b * a "CBg-tftU/cf-^t? 
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<Z)i5i^Kd i s t ^mi^^XBimtOr'^^^U'r^^ 

[0188] My'HTz. -r^ct^-^ei-^aiasp 

[0 18 9] ^^^TZUnmKs t o{i. mZiiC^ly 
tc^^(,Cj(y=^T2, 2 3 OCD^f"^ T2 a> h n--^ 

2 3 loi^gR^^y 2 3 5tc:tes^$nrii-s. fi^or. 
y-r-r T2^^g|K s t o 

r 2(7:)=i>'r>^>*fJffl4C|SO. =3>f*>*>=^^-. I CV 

s^^tft-i>Js^^i. ^"f^rzmvmcD^mt. 20 

SgCC*jt,^T«. cne^rCBC (Cipher Block Chain 
inq) ^- h'X^mmr^Ct^njmt UfCo 
[0190] 03 2 tec BC^- KCC :feC:t-Sg|©Hf#ft 

nmmfi^^^'ro ccD^mtmmit. ^f^rzco^^ 

«!«gP2 3 6 (H2#M) tC*5C>r||?f ^ti^o i^gpy 
'ty2 3 5tCtgS^$n/cl;]»§fflI V_kevsi. :3>r-> 
y ^m^^K i c v_cont<hCDpffe^ajm^* 
tfO. ^CDMS^^'^T'^TEOpgSSy^y 2 3 5CCtSlW 
$n/c«^iiK s t o *jfi«(^/cDE SBf#<t*t7J^C 30 

-?-CDjSS?:K i c v_cont Encryptedi LX^v ^ 
JC^S^T-So $6CC, Ki c v_cont Encryptedi , 42 
(0) ^c:*fi£T^-fe^^5t|Sn>f->-:;^-Kc 

(0) iCDSPffe^fn^^tTl/. 'ecom^^^r'-KTZ 

cDi^gpy t; 2 3 5 ^c^«s^$n/c^sl^siK s t o ^isra 

L//cDESBf-^ffc?rtf&t.\ "tomm^K c (0) Encr 
VPtGdiL/T"^'> ^(Ct&S^f^ 1 r>(0^mtzi>r-iy^y 
^-ir^o $6CC. Kc (0) Encrvptedi. -fe^^ 

(1 ) tcm*rs-fe^i>>EtCB3>f'>::;+-Kc (1) 

(1) EncryptediTSo t^T. Ctl e><^)Mil?:^gOiI 
[0191] 113 S&CCBC't-- KtC^jt'^^acT) 

Kc (0) EncryptedtC^tL/T. ^ -r ^ T 2 <DF*9a5 
y-^ey 2 3 5CC*SJB*i$n/cffi??^Ks t o^SfflL/cD 

E smmim^^7tj:\,^. -^coj^n^rrtSB^^ y 2 3 5 cc 
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9. -fe^^ (0) ocs^|^:;■r'S•fe^:$?*f|^;;=I>7^>';/^- 
Kc iO) f)mtl^ri^. Kc (DEncrypte 
dtC^tbT. fig#g|K s t o %3li«L/cDE Sm-^«ia 
^^f^d:(.\ •^<DM*^n>T->^:;:^-^K c (0) Encryp 
tedigffteffeaSl-r^CiOC^fcO. -fe^^ (1) CC^tfc; 
•r?>-fei^^*tl£n>-r>'>+-K c ( 1 ) 

y^U^f&M (K i c v_Encrvpted) tCOliTfe 
3fcS^x ^m^m (K i c v_Encrvpted) i^^^^n 

-J ^m^fsm (k i c v) cd^js^soj 

mx$>6o 

[0192] ±aiCD42i7t§?*tj£3>T^>^>^-K c (x 
x) *yc«n>f*>*;;g!:S^x ^fii^^^ (K i c 
v) (D^mt. m^HBtMiit. ^<(Dm^. -^-^^72^ 

ti. iS(Dr3>r>^>$2.ao loi ur±ai<D:3> 

r*>^:/^-<Z)ffi-^. Bf^^tSiiSJ&^SIff Sti-SC<hCc;^c 

^-^^nfcii ( e X. r3>7">U^ + -Kc (x 
x) ) ?:7=>'^V;^<i:yf^^ r 2KJCfeC^Tfe3^-r'E>lt^ 

taS^iE^CC^^L/c'fe':^2^a> + -K s e srBf 

it. a-^*Ojffi*>CBC^- F^SfflT-E^Cit?. <t0't2 

[0 1 9 3 ] ^3 4(cy7^-f T2&C*JC>T. -fe^^yf- 

5^^Cfe« $ n/cgl^ DES-CBC-^e-K T^-^ 
^S^L/cSI'r-:$^*$6CC•feur->a> + -Kse s 

urDEs-cBc-t-F -cBg-^ft-r ^mm^SL 

^^-To S3 4cr)±Sta:. 133 3 imiicDlt^r^ ^9 . 

-< ^i)^t^WL^miytc^^it:^tlfcn>y- 
:y V^-^m^X D E S a-^gpcc A:^; LT ^ -r T 2 CDff. 
^Ks t o^Sfflbrfg^^Ji^llifL. a;bMm?r 

[0 19 4] cnh<Dmti^tlfd^W:^iihtiC^ f=^^W 
t (Dn'Kmmmc^^&l.fc^ *:'>'a> + -Kses^ 

ilffl U/cDES-CBC^- YxcD^mt^im^m^T 
-^-OJS^fen/cSEO^S EM- 1 : Kc (0) 
Encrvpted^K c (M- 1 ) Encrypted^ •r/^'-r::^(C3g^t 
•r>'NV;:<f|iJ"r^i. ^ffU/c-r-^^UK c (0) En 
crypted^Kc (M- 1 ) Encrypted^ OC^-C. M'f^T 
2 icDti5ISiEB#tc^fiKU/c-fe l^Bl^^-K s e s ^ 
fifflUT. 03 3i|^I1SCDDES-CBC-t-Kr(Z)1I 
-^a!iS*^tf-rSCiCC<J:0n>'r>7 + -K (c) ^ 
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y ^m^m (K i c v_EncrYpted) CCOl^ 

[0 195] [0i-^<tx-^?cDK^fcHU«tS] 0 3 5fet 
TOya-^mi^-C. mmt^ titer" -^(Djiv'^Tt^ 

o*!JiaigI5. :sm\ty'^^ -ixcoM^') xosa 
[0196] ^TSirtaigPti. m^\iM.'»Mitt^^'=i>y- 

tCjI^m (S 7 0 2) T^o 

[0197] M^^) ^l^^-y :s,-M1i^v d^^-fe^y h=J"7 20 
>F*S{i (S7 0 3) T^i. t'i;?-r7^^^l (tf 
tP^) tc-fe^;; h (S7 04) 0. ^(D^'S,^ v 
ffl ( ICV) (S7 0 5) -r^o ^CD I CV 

[0198] ^m^cjc^-^v ^^^w^i^tn'^ (S7 0 30 

^'A'-i^^S^T&^OTJ^fCiTl^^T&^^x ^7 (S7 0 7 ) 

h^#f#«S<b L//c«n.a^||tf pifigif-So 

[0199] y7f<>5r->>3>y 7. h • >'^'-t;^3>;:)^'0O 

'rx'f'^^r^S7 locciitfo ^<-v>B:ym¥Ox;^ht 

^(D^'^-i>^'>^^l^<tj:\,>i)^^^:c-j ^ (S7 0 
8) "SliiS^ti. S7 13CCii^. ^y^^vVlSL 
ThVy^^O (NG) tCg5Ebri6[iil*3|«^T'r-Sc. -^v 

■r^^affiiLT. >?.'r^:;:7*S7 1 3r-^':^y-fe-:. hJ5K3* 
:7 5^%0 (NG) iLr«f!;S%i»7*rSo 

[0 20 0 ] y^f^-i^a^y::^ hcc^^aLSt»=i> so 
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r>'>I D3?)^iailc?nri^3tcl:tn«. X'r':;7*S7 l o 
-Kct. =J>7^>'>^x -^^fiiftjacitK i c v_cont 

^m-^T^. ^^cfc. y ^'^--f^a^y X h^i. $tcD0i 
^y >r>^7:t:-;<K:-te':; FT --'T^'sn. -fe-^hr ^^* 

y5iO->'a>y;^ hr^-2>o 

[0 20 1 ]$ttc. 0 7ffe?rfflC^TSi0JL/cct:^tC-fe+ 

•^ibT(D«^<Dn>'r>^>=^-Kc (O)-Kc 
(M- I) 7!>5Bt-^t5nr*SjW3tirii^„ $/c. n> 

>f'>^>5^x ^^fii^^giK i c v_cont*>Bg-^ib$n 

[ 0 2 0 2 ] n>7^>*:/cDS-^ic5fea:'^. cn6cD3> 

'r>^>^x •:^^ffi^^^K i c v_cont^^^UT3 > 

r > ^:^(D3(S^ X ^m'yr^mmti^'SL^^xh «3 . * 
/c. 3>^>U^=^^-Kc (0) --Kc (M- I ) 

[0 2 0 3] S3 7iC8g-^{b§n/ca>'r>^:/+-K 
c. n>T'>^;/^^*:/:5;fiI*^g|K i c v_contOa# 
S0ia:7n-^^-ro S3 7(DSX-r*:;-7*^coiir|ftB^-r 

tcfet:fi>^a;aT^€)p ia4tDHi-^Mssp3 2 occM^r 

[0 20 4] Bi-^{b=i>'r>U/^x 
K i c v_cont^S-^*tai UrSS ( S 8 0 1 ) 

(DW&ti^Ot^^t^^'¥m. ( S 8 0 2 ) •r'2>o 0f-^^b:7 =f 

■^{br7:t-v>:/ ' y ^ -)\^Yo:>Wm,t^\xh^ 

mm<Dm 2 7 fiferiji?s L/c-fe ^ ^^{ioBg-^fb 

IjW^xh^i^-^U. ;^7^^>:?*s 8 0 steals, •fetJ'^S 

tCSSStl/cHg-^{b=J>r>*:'=^- ( K c .EncrvptedO 
[0 2 0 5] :^'rvy^SQ OZX'^mtV ^-^^^y Vt^ 

LXl ( h y:7-jUDES) ?&^0 {iy>^)lDES) X^ 
^3&^€4^J^-r^o iy>if}lDESX$>^m^\t. y.T-j 
V'S^QbXl'-DCD^mt^l^^lyy^'-^ (Kc_Encrv 

ptedo) o^^-^m^^Sit ursn^. V y rT'ji/O e sr 

;^'r->':^*S 8 0 6'rSKcDef-^{b:3>r> 
(Kc.EncryptedO. 1 ) ^«-^*fm<i: 

[0 20 6] :^^v':fs 8 0 7ecfctit:. --vtjr^ 
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J^^tS. :7*S 8 0 8t:% y^'jSP3 2 1 04# 

m) ccigtt^ti/cieit^Kd i s tr^a^stgi-r-t^?, 

Ttjit}^, ^mt:=i>f'>y^:^ V t^m^JSMK i c v 
[0 20 7 } S:S3&^2S/c^i3 {Mr" ^T2(D^m^:^ 

icv^conti. liU±<D3>f- — ^$:^'r>rT2 10 
(D«^?giKsto (CBC-=e-- K) rffiW^o C<DS 
■^iO-aoSfffltt, 03 2. 03 3. 03 4*fflliT|S|g 

[0 20 8] ;?^r^;/:7*S8 0 9CC*>t:f ^^f'^T20« 

^^ii^^mt^^Tiyv^ X. -J {^msEMmK i c v 

l.^ri33 8a:):7n-^^Cir|ftffJ-r-5o 03 8cD>'Ci- 
Ji. 2E(WK:'r>'A*-<X(Dy^y Sffl^c-^ 
f'^T2(Dn>hn-^ 02#ffg) CDSJiffi^TnU'rc^ 

20 

[0 2 0 9] ^-r. -Y>^::? A-xii. ^-^Stl^ 
-r-^K (0) -K (n-1) (Bg-^Yt3>r'>^>^x 
tj^iJ^fii^^SiK i c v^conti. 1 fe(±CDn >f->^>^ 
(S 1 0 0 1 ) CBC«-^l73»i{bn'7> 
K^y7^^T2=i>hn-^JC^fl (S 1 0 03) 
^'r-<r23>hn-^^3:lVKey s ^ US^^X iS?^^^^ 
h (S 1 00 5) -r^o ^^V-<>^:7x-- 

^m^m<KMm (sioo4) ^7^^x2=1 

> V n-^tm^^Wi'f-^K ( i ) *^ft (S 1 0 0 
5)T^c 30 

[0210] ;XCC^r^T2n> ha--^^^i^ Sit U/c 
fS-^3*l^7=^-5?K ( i ) tC^ttr. ^^7=^-^ T2CDfig#gi 
Ks t o^rfflCi/cCBC-^r- K^Cj:-5m#4lLa^|ltf 

(S 1 0 0 7) ffi^^n/c^T^--^ (ex. m&LO 
•fe^^*fl£n>7^>*:;=^-) (S 1 0 0 8 ) T 

?UK' ( i ) ^^ur. s^m^7=^^^'^xcc^|^t (s 1 

0 0 9) -r-So ^^-r '>:7*S 1 0 0 7—5 1 0 0 9 CDi^ia 40 

[0 2 1 1 ] -r^Wxcoy^i; x-;;^ (3:. HB^J^ 

K' (i) ^Smu. T-^ro-r-^^rSmu/cCi^ 
fiisgcDf*. CBCJ^7:3v>F?r^'r^T2:3>hn- 
•7^C3||ft-r'2>o ^r-<T2ri> hci-5{iCBC$^73 

v> KcDSfi&cj:o ut;^xi>^:j?ur (s i o i 4) -r 

[ 0 2 1 2 ] r/^VXC^)y^ ';V>^^ >':c-x^ai. 
ygP3 2 1 (S4#flg) «:fe^b/c?7J»3fii I V^kevs* 50 
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ffll^ ^■r^T2<t(DtBaS>iEB#tC^gJL/c-fe-;;t^3> 

^fiUi^cK* ( i ) (SIOIO-SIOIS, 
S 1 0 1 5 ) -r^o CCDfI^jag«. 5feOCSiH^L/cS3 

[0213] ±lZ9dMliC^ «3 . x-'W v ^(^i^ 

[0 2 1 4 ] ;XCC0 3 5CC^*9. ^mt-y r )i^(Dm^ 
T*SX'^^.:7-S 7 1 O^JITT-St. >^7^-^:7'S7 1 

bL. t^i^-r?^i5^?r0 (f5«S) (S7 14)gSf 
[0 2 15] — S»JffllSBffliJ«. >^f'':^ 7 1 5r>^ 

fio\ t't;^->''7>/:?&5 0 (^®) (S7i6)rft0. 

^,^^^2.;, |,^g3jj:7 5^;^5 1 (^3jj) (S7 17)<b>i 
-D/cCi^^fr<bLr^j):(DJJLS (^3 6) CCiiti'. 
[0216] 03 60Xf'':;:7*S 7 2 1 ^Cfcl^r. 

>T->.y:7T-f ^ucDHzi^arr FU:^ (S ( 1 ) — S 
(k) ) ^^i; 'Y>i^>'x-;^Cc>rtLriIR 

-fe^^S ( i ) ^^mLr2v>K?:illfif -E>o 
[02 17] ^^'J -/>^:7x->;«. -fe^^fS (i ) 
gc^[±iL3-7> K^^ft (S7 2 4) •r'5>i. t'e^-^:7 
^y^Srl (t^t;^-) cess (S7 2 5) •^•;^^fi)c3;ft 
7^^^7:)S1 (Scift) -C^-SCi?:^ (S7 2 6) 
r^^CJ^-r-^r^-tc^tTT-So ^'^^ (fig 
^ft) ■C^'jrCiit^^. XT--;; 7 3 8CCii^, ^^mo 
J?K3»:?5^^0 (NG) tXyX^m^WJ-th. 
[0218]-^:. ^l^ThV y !fifi 1 {rm)) xh^m^ 

hhfp^^m {SI 2 1) ^a5y^yr'&-2>ii^ 

«S ( S 7 2 8 ) -fe h 7 7 T A-Sit^CC 
$e»tcr^n :y ^^i^3> • 7^-:/;u (BP 

T) *r#MUr. BPT:^>5^^^aiU*t|^T*^-fe^^S 
( i ) ^U^\^i^W^1X!i^-:fu V d^iLT^SLTl^-E) 
(S7 2 9) -r^o BPTCCS^ffiOl^pJ:rn 

i!7©i§:S7:i3^^ lancets. ^^SR^-t'j^^ei^^-fe^t^? 

(Dr-:§?^:^^m-r (S 7 30) « 
[0 2 19]J^j:fc. ^^mo*tax-t$?7J)^BPTtcJ:^ 

;^7^--;:7-S7 2 8. S12^\%7.^vV'th. 7.^ 
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•;;:7'S7 2 8. SI 2 9<Dmm^^i^or^^^m^. rrj: 
to^-fe^^S ( i ) ^^mutc^T^rcD^vhyy^ 

[0220];^7^':^:7*S726'-S729 CD*lJ^:/n y 
i7CC*5l^t:. ^t^-fe^^S ( i ) COK^aiL:^)^^tfoT(i: 

m'^<mK)WjiE(im'f)mf (s 7 3 i ) ^oiriE 
?:?i^:*L/-rc (S7 3 2) cch^ffins-r^c 

CDI CV:?^^ (I37#M) %#ML^. K^Wb^tm-tz 

(1 CV) t^C^ ^(Umi^i^r^^ ^ 

-^t^. :^Tvy'Sl ?,AtiC^\.^x. :^Tv'fS7 10(D 

c v_cont.h. WSSffl I V c o n t ^iiffil/KS^o. 
^*tmr-i5? (■fe^^f'-^) *A:^l>'cai 4^^li 

[0222] I CV^x-^ i^^<i:*93fcS^cl/ifl^Sn 

[0 22 3] ^/c. $1JW5*. ;^-r«^:7'S7 4 0-S 7 

[0 2 2 4] m^^OT^^vV'S 1 3 6 ©'?-5fgi5iI^ 

[0 22 5] ^-r. tS-^^fmcD-r-^^Stt-fe^^fiiS^ 
s (0^5^31 (-te^^^S 2©Jt^) ) iT^ (S 

1 1 0 1 ) o ^^tc^cD-fe^^Tt^^Bg-^lb^ta-rfe^^i^^ 

(S 1 1 02) -r^o CCD^x -j^\t. "z^^ V 
f-'i^y^ (H7#H1) (O^mtyy^ (Encryption F 
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(SI 10 3) tho Ctl^-te^^UT'-Y-^-^'^l^CDBf 
-^{b":? ^t—'^y ^y' (Encrvption Format Type) CD 

>^:^±{*^io(DBg-^{bJ§1i<tLt:i^S5!?\ #h->7^^c 

[022 6] Bg-^fb-7 --7 V^-(y^ (Encryption F 
onnat Type) (DWC&m.t^ 0 CDii^ > r > ^ 
l'0<DBi-^jt««l<bLri^^ii-&-e*So ca)Ji^«. 
LO ;^f'-:^r7"Sl 1 0 4CC*5l>r. Bg^{bT;Ur3 yXA (En 
cryption Algorithm) 0*JS^^Tnc^p Hi-^{tr ;Urf 
XAti. S/>y;UDES3()^h U:7*Jl'DES (02 8# 

(0) ^mm\yX^mt^i^'r:yy(om,^^m^mi 

(S1106)"r2)« h »;:^;UDES'C^€><i:2pJS$ia 

/cia-^^. 2'OCDn>'r>7^-K c (0) . Kg 

(1) ?:®ffll^t:Bi^{b:3>r>^><0tS-^«n.s?:^tf 
(S 1 1 0 7) -rSo 

20 [0 22 7 ] — Xf^-:;yS 1 1 0 3^. Rg-^:7^- 
-7 h ^ (Encryption FormatType) ©^^fii7&^ 1 
(Dit^ti. ^-fe^^CC^&-5>ii5:fflti/cai-^{b*!!;S«:tT 
;rj:orii2>it^r^€)o ccD^t^ti. x-r»:/:7*S 1 1 0 
S^Cfcl^r. Bf-^{bT>'l'r3 'jXA (Encryption Algorit 
hm) CD«S^tf:^j:^o Bi^itT;^^';^^^^:. v'V^fjV 
DES3&^h y:7";UDES (02 8#M) J&^^S^L/'T 
^h(OXh^. iyly^)\^Y)ESXh^tmM^tifcm^ 
S-fe^^ (s) ^mm\^XWL%^titc:=ily'r:yV^ 
-Kc (s) ?:S-fe^iS?CC3SfflLrBg-^{b=J>^>'>0 
30 m^mm^n^i {S\ \0%) h U:7Vl'DES-C 

(s). Kc (s+linod32) ^fifflOT^-fe^^ 
S(0Bt-^{b3>f'>'>a)ffi^«!:a€:^tf ( S 1 1 0 9 ) 

[ 0 2 2 8 ] -fe ^ a? f'- t5f cr>1S-^jn.g|<DS^c 

J&^4 0CC^'ro !14 OCCfcl^r. X-r':.r'*S 120 1 

1 2 0 8ti. S3 9CDSXf**:':?*S 1 1 0 1 1 

1 0 ^tmWCCh^. ;^f*^:;:/S 1 209 — 5 1 2 1 1 

40 [0 2 2 9] T.'ryy'S 1 2 0 SCCfcl^T. ^mtT )\^ 
rfyXA^^hU:7';VDES'C*ei«S$nj^cit'^. :^ 
r-^^t^'S 1 2 0 9CC*5lirH2i7 3?No. ( s ) 

s s = s - 1 CDMir^^tT 

(S 1 2 1 0) L/. •&'fei'^CC3iffi-r^>^€:Kc 
(s) . Kc (s+1) (but: h y:7VUDEStcJ:^a 
-^^aji (S 1 2 1 1 ) ^HtfT^o 
[0 2 3 0] J^±. m'^\t^tiXm\Ztitc7'-^<OW. 

^mm^Wy^^9m.\s.. las 5~ig4o^ffli^Tift?B 

U /c cfc ^ i^cC a -fe X C c D *t T ^ o 
50 [023 1 ] [f'-^OBi-^^bS^ii^SOiii] ^C^C, H 



(27) 



51 



4 1 WT(D:?p-?:fflC^T. ^f"^ TtcJfr^r-^O 

[0232 ] i-rmmmt. m^mbM^ttj::Bnm::i 

or (D/^*^ - 3??:^ •=€: > i5? :7 * ->^cciM<fr -So 
(S 1 3 0 1 ) . 

F?:^M (S 1 30 2) -rSi. ^'iy-yy^il ( tr 
i;?-) (CHz-:^ h (S 1 3 0 3) 0. Sft^'^^^- 3f3&5|t 
SfflF*3-C$>€>7!?^^«^ (S 1 3 0 4) ■r'2»o ^^V^> 

\^^C^\,>X'^v^^\mL^y'7^^^ (NG) ^C^^ 20 

^Otc^^ (S 1 3 0 5) U^^-i^a^U:^ hCD 

>UXh/>*-i;'3>^0iUrSST^(D«. Sx>^nV 
:^ r (DtSS^MS ^tf ^cC -D /c :3 > -r > Cc o I i T « lE^ ^cC 
n > > ^ c i ^5^11$ nri^ ^ <h cofuffi^ J: 

[0 234] #^iA^n>f">^>:'^^^J;t^^3ie^ 30 

--5 7 0 9 ch|l]3|iCDUd^>-^^3>';;:^ h^rfflC^/clJSlJ 
^•M^^Otffi^tf J^c o r J: Ci. 

[023 5 ] ;j?ctc, >^7^5» rT's 1 3 0 eccijc^r. 

^fil ( I CV) i c v_cont*4^S. Bg 

•^{b-r^). ;^7"--^-7's 1 3 0 eoav-y-^^^-Kc. 

rJ^r^^y^icS^x ^ffi^^glK i c v_cont^^ 
fiS. Bf-^{b«!!:fflCDi?Ma^l3 4 3 tCTnTo 04 30r)«iiS 

0 (04#M) ^c^stirntTsn-So a4 3<3[)7n-tc 

[023 6 ] Bt^{br3>-r>'>^:c ^fii^SI 

Ki cv_cont?:. ffllx.«SL!Bj^S-^l^r^^U. 

fbStl^i b ( S 1 4 0 1 ) . ;XtC, --v ^(DBi-^fb^ * 50 
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(S 1 40 2) T^c H§'^{b:7*-V';. hT&^Or^^iS 

H^L/c-fe>7^m{a©fii-^{bSi^flit^5:&?5E-c4)-5)o •fei' 

^#{i(DBg-^{bSl^fflli^ti^tJ. :7*S 1 4 0 3 

tciic5^. 'fe^^mcs:S$n/ca>T'>:>^- (Kc 

(0)-Kc(3l) (H2^57a?Si3 2(Dlt-^) ) 5:^0 
rBg-^{b>Fta<i:T^o 

[0 23 7]. :7*S 1 4 0 4rBf^<b:7 h 

*^0-C*S<hflJS^n/cJi^«. X7"-:.:7-S 1 4 04T 

2 etc. -^•:^y©ffg-^{br;ur3 uXAr? >^ — ;i/F;&^x 
•;':5'Un ( h •;:7*;UDE S) ;^^0 (>^> ^J7';l.D E S ) 

T^^^r^'S 1 4 0 5'Clo<Dn>f'>^>^- (Kc 

(0) ) ^^^urBtm^tmiorjjnx. hu^juD 

ES-r*>i>iS'^«. X'r*:':7*S 1 40 6-rMSJ«7)ri>7=- 
(Kc (0) . Kc ( 1 ) ) ^r^^L-TBg-^ib 

[0 23 8] 'JFJiC^ T.'rvy'^ 1 4 0 7tC*5li-C. 

i^^m^it. X-r ':;:7*S 1 4 0 8r\ ^'^»;§{53 2 1 (^ 
4#M) ^Ctgm$n/ci2i^giKd i s ix:^-^. rt^ 

=i>-r*>':/^i -^t^ffl^RE^K i c v_conti. 
1 t(±cD =3 > > ^ - ^Bf b*r '5) o 
[0 23 9 ] SS;:>52^/c{^3 (^f'-^ T2C7)t«*rt:3> 
T^^^:^) r*SiS^«, :7*s 1 4 0 9T"r-^7. 
rfj:t>%. :3>'r>^>^:c^;;^fB^^K i c v_cont 
m±<Z)=3>'r>:y=^^-^^-r-f T20«#^K s 
to (CBC*- F) •CBf-^YbT'&o CCOPf-^fbAjra© 

pfflti. 03 2, 03 3. mzA^mii^xmmx^fcm^ 

[0 24 0] ::KTvy'S\ 4 0 9CC*>W^^r-Y T2C0 
<S?¥^tcJ:^3>7=^>U/^x^;i7fij|*fiSJ8K i c v_co 
nt(h. 1 W±CDn>'r>*>+-K cCDBf-^<b50:SCCOti 
T04 4CD>'n-^ffll^riSB^*r^o S44CDr^u- 

-r^ T2(Dn> hn--7 (02#M) <0^m^miyX\^^ 

[0 24 1 ] ST. 7='>'W;^ffliJ(Dy^y ^^^-^x-;^ 

Bg-^'fb*tl^'r-^K (0) -K (n- 1 ) 
>7^x ^fiiiScSiK i c v_cont<i:. 1 J^±C0=3> 
'r>^>4^'-) (S1501) yT^^TZtCD 

tHi:iSiiEB#CC^fi£U/c-fe';^>'3>=^^-^r3afflL. y^y 
§P3 2 1 CCtgfflL/clTJ^fil I V.keys^fflC^TD E S - 
CBC^- FtcJ:^Bf-^ib*tax-i5?K (O)'-K(n 

- 1) (OBg#{b«:»f "T-i^fK' {0)'-K' (n 

- 1 ) ( S 1 5 0 2 ) -r C OHf ^{b«n:a«. 
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<otk. ^m^m^mm (s i 

50 5) r^o 

[0 242 } y-r-<T2:3>hn-"^ti. f'-^K* 
( i ) (S 1 5 07) 0. SftU/cf^-^K* 

( i ) ^c^LT. /r^W;^icDtBSiSiiEB#cc*^L/c-fe lo 

(5 1 5 0 8) m-^$ti/c^x-t$f (ex. m^<D 
-fe^^>?t££;n>-f >*;^=^-) *fRf# (S 1 5 09) f 

^-r-Y T2<Dffi#StK s t o^fflli/cCBC^- K 

ur. ^£**•r/^VX^c5t^t (S 1 5 1 0 ) T^o Xt^ 
•:;:7"S 1 5 0 1 5 1 0(04^^53:. 5fetCgiH^L/cS 

34<Z)DE S-CBC-^t- Kklcfc-S^SOsSCca-^l^r^tf 
^tX'^c 20 

[0 24 3 ] •r>'^VXCDy^y 'Y>^ >':c--;^t^, Jii;j)^ 
(i) ?:^ftL. -r^^rcDr-i^^SitL/cCi* 

-^CCitft (S 1 5 1 1 --S 1 5 1 4) t-^o 

:3> hn-"7«CBCi^7:3-7> FcD§ftCcJ:0 U>^>; 

^J'^tJ^UT (S 1 5 1 5) ■T'So 

•<r2:f)^i^^mLfcK" (O)-'K*' {n-l)^-^y 

-Kc, 3>-r>^:;^:i:*;' d^ffiStSc^K i c v_contS: 
[ 0 2 4 5 ] 1^4 1 ^C^O . T -Y>»l/Or)Df-^{t##ii^ 

:c'>>7<Bi CV^^r^^S (S 1 3 0 7) th. -fe^^^y^^ 
^^«;;^CD5^:i: I CV_sh«. -;^^ygB 

32 1 (04#M) CC*SfiS$ti/c|7miffiI Vsh<b. -fe 

y-r^'--^';/ i^'ScS^^: vtPm.^lSMY. i c v_s h 40 

*ffli^r. 5fetciii 4*fflCir|{i?§L/ci cvi;S«^ 
(fiE3») <bLrtfs;^-:7'7^^o (f#«) iorsiis* 

[0 24 6 ] — ttjtaigpflij^a:. Xf* :7-S 1 3 1 2 -C 

SIMb, l^S?->'^^^50 (ft«) (Si 3 13) 

•9, •^--'^^^^-^y^^n (fiS3jj) (S13 14) 50 
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WL. "^^COV 7 A tl,X aT^L^U (S 1 3 1 
5 ) m.. JK<0^m (04 2) tCiitfo 
[0 247] 114 2(0X7^ 7*S 1 3 2 1 ic^sl^^r. $(J 

^nth. :9^S!§nfc7=^- j7?:D ( 1 ) (k) 
€>o $tJWSI5«. ^XtC§-r-t5?D ( i ) (Z>##iA^-fe^ :§? 
S ( i ) ^SSUr. y^';'<>i^:7^~~^tc-fe^^^S 
( i ) OBf-^^LS#3A;5fnv> K<h. r-^D ( i ) ^ 
(S1321-S 1324) T-So y^y-f> 
^:7x-X^*. -feiJ^^S ( i ) Hi#^bl^#iA-5?^.^v>F 
^§^t (S 1 3 25) -r^i. (t'>^ 
-) tcSS (S 1 3 2 6) L/. 

1 (^) -C&S (S 1 3 2 7) Ci^r^ffiUry^x 

[0 24 8] ;^«:cc, y^y -Y>:$?:7:«;-x5^, sfi-fe^ 

(i) 755l^gM^y7t)\ 5^35^-=^ y'C^^;0^:|:fl^ 
(SI 328) il-gBy^yrS)^!^^^^. ^T^^r 
l3!>ip^T'-^r2©-te'^ h:7'7^:^n (^t^-/ r^^^w^Sdcc 
•fe-;; hSnri^5C<b«r7j^r) -C*-S35ri**05£ (S 1 3 

2 9) -fe'^ ^^cc:;- 

>>jl^^ly . ^^rfyy^ (BPT) ^#BSi^ 
r. BPT^iS^iA^^farA-S^-fe^^S ( i ) 
iA^f^^aJMa^^'P':^ ^ churls LTCi^:0^:Sr«S (S 
1 3 30)'r'2>o BPTCCt^tii*5?fitDj:/a^:.^cDg^ 

(S 1 3 3 1) T-So 
[0 24 9] ;^«:tC. I cV^S-fe 

C^r^iJS ( S 1 3 3 2 ) I CVjRflfc'r^ 
3>T*>':/ I CV^^^K i c v^cont^cS'^t.ir-fe^ 
^-r-^CC^^T^ I CV?:^ (SI 3 3 3 ) -T-So 
[0 2 5 0] ;^tc. y-ty >f >^:7ac-x{i. -v':^:$rft 
f8CcS'-^< r^--t5?(Z)Bi^{b^^tf (S 1 3 3 4) -^h. 
7.7^vy'S 1 3 3 4(D-r-i^gi5Bt#{bjgiilCDi^*ffl;&ll4 

y >^:7:x:-xcDBi-^«2iSg|53 2 0 (ia4#M) CCfc 

[0 25 1 ] ^-r. Bg-^^bStSlCDf'-^J^tSJl^-k^^iig 

(0^5^31 (-fe^^^^s 2CDig^) ) i-rS 
(S 1 6 0 1) . '^X^C^(0'z^ ^t^^^it^^x^hi)-^ 
^ (S 1 6 0 2) ^^2)0 CCD^x >7t^, -fe:^ 
i; ^ ^ ^ 7 oBi#{t7 5 (Encrvpti 
on naq) CCg-JC^rfllE^ fi^o Bi#{t>?+a'C:^j:l^Jt 

(S 1 6 0 3) T^o C^atJ-fe^^i. y T^^-^u^^J^F^ 
(0^^\t^ 3^ — •v' h ^ >f :7' (Encryption Format Typ 
e) OSS?:^x ':;i7-rSfe(D'C*t), S8rSi?gL,;^c 
3>'f*>U^±<*^l-:3<DHf^{bSS«liLTli^;(>\ SHz 
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[0 2 5 2 ] ^mty ^-^-j h^^y (Encryption F 
omat Type) (Dg:^ffi7&^0CDJi^«. =i>X>*>^f*^ 

X7*«-;:/S 1 6 04tC*Jli-C. Bi-^{tT>H/=fUXA (En 
crvption Algorithm) CD4^JS^tf J^J: ^ c BH#{bT;UnU 
XA«. >^>^;l/DE S;J)^ h ';:7*JUDE S (02 8# 

(0) ^mmiyxmmt::3>T>y(D^mtmm^m^ 

(SI 60 6)^^0 h V:7-jbDESr*>^<f:*rj5£Sti 

/t±g^&i. 2oCDr2>7^>':^ + --K c (0) . Kc 

( 1 ) ^mmLr^^it::2>T>y(DVi§mtmm^mn 

(S 1 60 7) T^c. 

[0 25 3 ] X7^«^::?'S 1 6 0 Bg-^^'*- 
V;; h ^ -I' (Encryption FormatType) (OW^B'f)^ 1 

tj:'?m^Xi>?>o CCOm^fit. X7"':^:7'S 1 6 0 5CC*5 
l^T. Hf^'ftTJl'r/ y (Encryption Alporithm) O 

i)^hV':f)\^DES (02 8#M) J&^^S^EL'ri^-SfcO 

( s ) CC*tlSLT^^$n/cr3>T->^>=^-'Kc 
(s) ^S-fei^^tc®fflLTB§^{bri>T'>^>'(Z)ffi^{l: 
^OiS^Htf (S 1 6 0 8) r-S^o F V:7VUDESr&^ 

(s).Kc(s+lmo dS 2 ) ^MmLX^^^^ 

m<ommmmimn (s i e o 9 > r^o 

[0 254] -^^^T-^ (Dm^mmomtj: ^mmmm 
^ia4 6cc7r:'ro S4 etcfci^r. :^'f*ty ^'s 1 70 1 

-5 1 70 8«. 04 5<DS>^f--:;:7'S 16 0 1-51 

6 0 8<bl^I1ir^>^<. xf^^r^'s i 7 o g-s i 7 i i 

[0 25 5] :^f^yy'Sl 7 0 5CCtel>T. ^mtr)\y 

f-'v-^'S 1 7 0 QCCfcl^r-fe^^N 0. ( s ) 

s:/)^^WLV$>^m^i(t. s = s - 1 <DMir?r^iT 

(s 1 7 1 0) ^-^^p^icmm-r^m^Kc 

(s). Kc (s+1) cbUrh y r^Jl/DEStC^fc^tS 
^SOtS (S 1 7 1 1) *^tfr€>o 
[0 2 5 6 } 114 2«:g|9. y r -OVCOmmtm^iL^ 

iumyti-comm^m^-^^o ±^(Dmm(^cj:'or7'-^ 
^(D^mmm:^^' :7- ( s i s 3 4 ) f)mjr^t. 
r-^mcnri>m^wriEn^^&m (s 1 3 3 5) 

^^^r'^Tdcm^il,^ (5 1 3 3 6). m^iL^iSJ)! 
yy^il imj) (^-^vh (5 1 337) 0. \:^V>-' 

y^^^o inm) ccisum (s 1 339) r^o 
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[0 2 5 7 ]fcC46\ m^jL^M^f-^t^BPTl^^^ 

ab^ii'&ti. ':/'7*S 1 3 2 9. 5 1 3 3 0 t3:>^=t^ 
-:'*-r'2>. Xr^-^ :7'S 1 3 2 9. 5 1 3 3 0(7:)flS7!)5N o 
-C^^^^. 'rrj:f:>i^^r'HT<D-^y hy'5^^^i)^ivrj: 
l^m^. ifciit. BPT(C-bt>;>S (i) <7:>S#ii^lt 

^^i2^i^:r.^--tLxm^&^fS?i)y y^^O(fC 

10 [ 0 2 5 8 ] $ /c. SfJaSW^. Xf-:; 7*3 1 3 4 1 S 
1 3 45tC*5lir. y'=E:y -^>i5?:7:c-XCDXf-^X 

iA^eW] -7 r ^ C (h ^^f^f: i U r T K UX 
m>x>(>^v^>hiyx. ^^iA^T^-t^^Wl^X^^y 

y r ^ Jl^mK^^Xr^-zfjVOWSifm^mT (S 1 
3 4 6) mmi^fcyr >()im^mXT-':/)i^^W,Wx 
:3V>K<b<i:*>Ccy^U-f >^r?*-XtCa^m (5 13 
47) ^-^ty-rVt^r^x-Xtinv^ KccSe-oT:? 

20 T ^ 0 7— :/;KDSir ii^JQ-M^Hif (513 
40) -r^o 

[0 25 9 ] ti±CD. 134 l-^mArBtiC^-oXmrnLfc 

[0 2 6 0 ] [ y^f^^^-v-a^y X h(DMif] ^Xtc. 

lEt^jif^ T'^=i>7^>^:;(D^iaj1tfB<bLT(Dy?J<^- 

^ (ex. M/fAT. :3>'r>*:/) ©18550^ ( I D) 
^y .i^>r->>3>y X h (Revocation List) fCltS[CD 

tf^ci^cior, 1 -:>c^)y^H>-s/3>y X b-c^ts& 
^y • -o^-7:n-xg|5K:*jCir. fjjffl-^f'-^ r3£/c 

t^*<Jffl::i>"r>^:'(7)IS53lJ^ (ID) y^>--i^3> 

yx h<DyxT*-f DioM'&^rMfr^citc^ 

40 L^^±-r-2)C<f:7:)^-C^^o 

[0 26 1 ] 5tcclttB^U;^Cct:'5(c. y .i<'^-e>3 >y x 

htCti, y#^-t/3>yx ^.'^'---:;^3> (Revocation 
List Version) Wcf^^'^U^f^T^ 
n > r- > O^^lf ^^51 JQ U /cii^^tc y ;J<'^ - 3 

>yxF«Mir^ns. 

[0 26 2 ] y^^-v'a^y X K7>M«r«!;S:7n-«: 
Sffi'Jt3:'r^NVxo^^y-r>^>'x-xr*)'So 

[ 0 2 6 3 ] wmmtmmwiO v jj^er-t- 3 > y 

50 Xh?:ffi(tgp2 0 1 (B2#BS) :0i6Sfi-rS (5 1 8 
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>^y^--^lcmm (S 1 802) tZ, 
[0 2 64] Mirffl'J*>- 

>V^h ^»gP*>e,S(t ( S 1 8 0 3 ) <!: . tSP 

-y^if'^:! (t^-:^-) (ciss (s 1 8 04) 
ir-i^3>')x h<D^m^^vi7m ( icv) ^imK 

i c v_r (S 1 805) "TS, 

[0 2 6 5 ] .;--i<y-i^3>.;^f.©gja^^.^^^^ 10 

(I CV) ^g|Ki c v_r 1 « 5^ 

cation List) O I C V^>&^^r€,v;^if-|| : MKi 
cv_rl i > 'J:r<ir-i^3><J^}' (Revocation List) <D 

icvm^^-r?>mcmmm: ivicv.rii. 

')XV • >'N'-i-'a> (Version) fcS-:J(,ir^^-r -S 

=Ri*e«j«:tt. saa?^:.; ■^i'mucw) i J v 

-r I=DES (E. MKicv_rl. Ver^ionA I Vicv.r 

1) {cs-5c.r3S:s^ X ( I c V ) 20 

StlS. B«5S^©.^5^«. (Version) i^ZJ 

mm ( I Vicv.rl) ©Sffl6i^fn{c-r>^af-|8 : MKic 
v_rl{c J: S D E S -t- K-eOBf-^^b^aa^n^T-r 5 <!: (,» 

[0266] ;^K:y * .J >3r7 x-;^tt^fi£tfc^S 
^x-^i'fii (I cv) mmK i c v_r 1 ^fflC^ry 
*>-S^3>.;xh©I CV <&^(S 1 80 6) 

CVfiiiM^ICV = ICV?;&||ff (S 1 8 07) 

t^. ^c*5. ICV ©^fissiiaa, mrasoigi 4-cgi 30 

?§Lft:DES*-K(CS-:Jt.r> aWfiilVn^m^ 
*fiSL.;fcScS9^:c i'll ( I C V) ^eyiK i c v_r 

[0 267] ICV = I CVC&SJg^ (SI 80 7 
e s ) (i, Mifffl 2^ 3 > y ^ h ^i^St©* 

t»iE^nc«>©-C*S<!:«5£$n. Xf--.7-S I 8 0 8(C 

-^3^ (i) iMfffflyji?^— >3>i;;;^ |.cr„,._y 
a> ( j ) iim ( S 1 8 0 9 ) L. Mif« ";;}<^r-~> 

i>--i^a>>Jy^ h©*5!»7^i^4l(CiS5£ (S 1 8 1 
0) L. tri^-r'^i/^rOCCHz-y h (S 1 8 1 1 ) Lr 

[ 0 2 6 8 ] -7^. f6«8iISBffll|«. ;^7^-5r;^Sii,ttiLn 
-7> K*y*.;w'>5?7a:-X(Ciiim (S 1 8 1 2) 
_L. t-i;-77y*S0<!:J&:,fc (SI8 13) Ci^rtS 

18 14) r$,^«^K:. Mffffl-J*>-i.g>y;;^ |. 
*ii^©7T-^;Uib-CF«3glJ^^.;{C«i? (S 1 8 1 
5) -rs. 3>f>>>o«aa, yT^^^Q^^g^^g,^ 
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y;^ vtfim.?)-m^ti^, 

[ 0 2 6 9 ] !^!£©|^fiJ^#^{^nc*S6 

^^Hj^iaTFor^/i:©^*,^^ m.'m.mK.mw.^nh'^ 

[0 27 0] 

-^'iaSi:^]^. VXHEBf*ffiK:j:4a«, y#>r-^3 

b-CC^i, y ;i^^r-i^ 3 > y ^ h ©^>r_ j> 3 > i -3 
•^©•^ ^''l^fC^.^.WJaJiC y ^^ir-iy 3 > y h CD^^•_ 
i^^>t^tmL. ^lSffi}tUTt^Sy^>5r_i>3>y 
;^h©^-C-i;3>©^;5SJ:tj^t»jg^(j.(j 

©^*ffiL/**jtrSiKia*JDjtl<t;5:.5. -5-©Jg:^. y 
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